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ǆǓǓǔǘǆǜǎǥ 

 

ǓǦǷǸǴȅǿǮǯ ǪǴǰǹǲǫǳǸ ǷǴǪǫǶǬǮǸ ǷǨǫǪǫǳǮȅ Ǵǧ ǴǵǫǶǦǼǮȅǻ, ǰǴǸǴǶȁǫ ǲǴǬǳǴ ǨȁǵǴǱǳǮǸȂ 

Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ Ǩǫǧ-ǷǫǶǨǮǷǦ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ çKraftway  Security Centerè 

ǨǫǶǷǮǮ 1.1 (ǪǦǱǫǫ ǵǴ ǸǫǰǷǸǹ Ǩǫǧ-ǷǫǶǨǮǷ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ çKSCè ǈ1.1), Ƿ ǵǴǲǴǿȂȄ 

ǰǴǸǴǶǴǯ ǴǷǹǿǫǷǸǨǱȅǫǸǷȅ ǹǵǶǦǨǱǫǳǮǫ Ǯ ǳǦǷǸǶǴǯǰǦ ǵǶǴǺǮǱǫǯ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǯ ǵǫǶǷǴǳǦǱȂ-

ǳȁǻ ǰǴǲǵȂȄǸǫǶǴǨ, ǳǦ ǲǦǸǫǶǮǳǷǰǮǻ ǵǱǦǸǦǻ ǰǴǸǴǶȁǻ ǹǷǸǦǳǴǨǱǫǳǴ ǷǮǷǸǫǲǳǴǫ ǵǶǴǩǶǦǲǲǳǴǫ 

ǴǧǫǷǵǫǽǫǳǮǫ (ǗǕǔ) ǵǶǴǮǭǨǴǪǷǸǨǦ Ǎǆǔ çǐǶǦǺǸǨȃǯ ǰǴǶǵǴǶȃǯǾǳ ǕǑǗè: BIOS (UEFI),  ǴǧǴǱǴǽǰǦ 

ǧǫǭǴǵǦǷǳǴǷǸǮ çKraftway  Secure Shellè ǨǫǶǷǮǮ 2.2 (ǔǇ çKSSè ǈ2.2), ǵǶǴǩǶǦǲǲǳȁǯ ǰǴǲǵǱǫǰǷ 

ȃǱǫǰǸǶǴǳǳȁǯ ǭǦǲǴǰ çǈǮǸȅǭȂè ǨǫǶǷǮǮ 2.2 (Ǖǐ ǣǍ çǈǮǸȅǭȂè ǈ2.2).  

ǈ ǳǦǷǸǴȅǿǫǲ ǪǴǰǹǲǫǳǸǫ ǷǴǪǫǶǬǮǸǷȅ ǮǳǺǴǶǲǦǼǮȅ Ǵ ǳǦǭǳǦǽǫǳǮǮ Ǖǔ, ǺǹǳǰǼǮȅǻ Ǖǔ Ƿ 

ǳǫǰǴǸǴǶȁǲǮ ǴǩǶǦǳǮǽǫǳǮȅǲǮ ǳǦ ǫǩǴ ǵǶǮǲǫǳǫǳǮǫ, ǷǨǫǪǫǳǮȅ Ǵ ǸǫǻǳǮǽǫǷǰǮǻ ǷǶǫǪǷǸǨǦǻ, 

ǴǧǫǷǵǫǽǮǨǦȄǿǮǻ ǨȁǵǴǱǳǫǳǮǫ ǪǦǳǳǴǩǴ Ǖǔ, ǵǶǫǪǷǸǦǨǱǫǳȁ ǷǨǫǪǫǳǮȅ Ǵ ǳǦǷǸǶǴǯǰǫ Ǖǔ, 

ǶǦǧǴǸǫ, ǵǶǮǨǴǪȅǸǷȅ ǮǳǺǴǶǲǦǼǮǴǳǳȁǫ ǷǴǴǧǿǫǳǮȅ, ǷǴǴǧǿǫǳǮȅ Ǵǧ ǴǾǮǧǰǦǻ Ǖǔ Ǯ ǷǵǴǷǴǧȁ Ǯǻ 

ǹǷǸǶǦǳǫǳǮȅ. ǊǦǳǳǴǫ ǶǹǰǴǨǴǪǷǸǨǴ ǴǶǮǫǳǸǮǶǴǨǦǳǴ ǳǦ ǷǮǷǸǫǲǳȁǻ ǦǪǲǮǳǮǷǸǶǦǸǴǶǴǨ. 
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ǕǋǖǋǝǋǓǢ ǘǋǖǒǎǓǔǈ ǎ ǗǔǐǖǆǟǋǓǎǏ 

 

ǗǴǰǶǦǿǫǳǮǫ ǘǫǶǲǮǳ 

AD Active Directory  ð LDAP-ǷǴǨǲǫǷǸǮǲǦȅ ǶǫǦǱǮǭǦǼǮȅ ǷǱǹǬǧȁ ǰǦǸǦǱǴǩǴǨ 

ǰǴǶǵǴǶǦǼǮǮ Microsoft 

BIOS Basic Input/Output System ð ǧǦǭǴǨǦȅ ǷǮǷǸǫǲǦ ǨǨǴǪǦ-ǨȁǨǴǪǦ 

HTTP HyperText Transfer Protocol  ð ǵǶǴǸǴǰǴǱ ǵǫǶǫǪǦǽǮ ǩǮǵǫǶǸǫǰǷǸǦ 

KSS ǔǧǴǱǴǽǰǦ ǧǫǭǴǵǦǷǳǴǷǸǮ Kraftway  Secure Shell 

KSC ǗǫǶǨǫǶ ǧǫǭǴǵǦǷǳǴǷǸǮ Kraftway Security Center  

LDAP Lightweight  Directory  Access Protocol ð ǴǧǱǫǩǽȆǳǳȁǯ ǵǶǴǸǴǰǴǱ ǪǴǷǸǹǵǦ ǰ 

ǰǦǸǦǱǴǩǦǲ 

OCSP Online Certificate  Status Protocol ð ǷǫǸǫǨǴǯ ǵǶǴǸǴǰǴǱ ǹǷǸǦǳǴǨǱǫǳǮȅ 

ǷǸǦǸǹǷǦ ǷǫǶǸǮǺǮǰǦǸǦ 

OIM Oracle Identity Management ð ǵǱǦǸǺǴǶǲǦ ǪǱȅ ǹǵǶǦǨǱǫǳǮȅ ǮǪǫǳǸǮǺǮǰǦǼǮ-

ǴǳǳǴǯ ǮǳǺǴǶǲǦǼǮǫǯ 

SAM SafeNet Authentication  Manager 

SSL Secure Sockets Layer ð ǹǶǴǨǫǳȂ ǭǦǿǮǿȆǳǳȁǻ ǷǴǰǫǸǴǨ 

UEFI Unified Extensible Firmware Interface  ð ǷǸǦǳǪǦǶǸǮǭǮǶǴǨǦǳǳȁǯ 

ǶǦǷǾǮǶȅǫǲȁǯ ǮǳǸǫǶǺǫǯǷ ǨǷǸǶǴǫǳǳǴǩǴ Ǖǔ 

ǇǊ ǇǦǭǦ ǪǦǳǳȁǻ 

ǔǗ ǔǵǫǶǦǼǮǴǳǳǦȅ ǷǮǷǸǫǲǦ 

Ǖǐ ǕǫǶǷǴǳǦǱȂǳȁǯ ǰǴǲǵȂȄǸǫǶ 

Ǖǔ ǕǶǴǩǶǦǲǲǳǴǫ ǴǧǫǷǵǫǽǫǳǮǫ 

ǣǈǒ ǣǱǫǰǸǶǴǳǳǦȅ ǨȁǽǮǷǱǮǸǫǱȂǳǦȅ ǲǦǾǮǳǦ 

ǣǍ çǈǮǸȅǭȂè 

ǈ2.2 

ǣǱǫǰǸǶǴǳǳȁǯ ǭǦǲǴǰ çǈǮǸȅǭȂè ǨǫǶǷǮȅ 2.2 

 



                                                                                                                       Kraftway Security Center   

                                                                                                                                                           ǈǫǶǷǮȅ 1.1 

 

11 
 

1 ǔǇǟǎǋ ǗǈǋǊǋǓǎǥ ǔ Ǖǔ 

 

1.1 ǔǧǴǭǳǦǽǫǳǮǫ Ǯ ǳǦǮǲǫǳǴǨǦǳǮǫ Ǖǔ 

 

ǓǦǮǲǫǳǴǨǦǳǮǫ ǵǶǴǩǶǦǲǲǳǴǩǴ ǴǧǫǷǵǫǽǫǳǮȅ ð ǈǫǧ-ǷǫǶǨǮǷ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ 

çKraftway  Security Centerè. 

ǈǫǶǷǮȅ ǵǶǴǩǶǦǲǲǳǴǩǴ ǴǧǫǷǵǫǽǫǳǮȅ ð 1.1. 

ǔǧǴǭǳǦǽǫǳǮǫ ǵǶǴǩǶǦǲǲǳǴǩǴ ǴǧǫǷǵǫǽǫǳǮȅ ð 643.18184162.00010-1.1.  

 

1.2 ǓǦǭǳǦǽǫǳǮǫ Ǖǔ 

 

Ǖǔ ǵǶǫǪǷǸǦǨǱȅǫǸ ǷǴǧǴǯ ǷǶǫǪǷǸǨǴ ǮǳǺǴǶǲǦǼǮǴǳǳǴǯ ǧǫǭǴǵǦǷǳǴǷǸǮ, ǰǴǸǴǶǴǫ ǵǶǫǪǳǦ-

ǭǳǦǽǫǳǴ ǪǱȅ ǼǫǳǸǶǦǱǮǭǴǨǦǳǳǴǩǴ ǹǵǶǦǨǱǫǳǮȅ Ǯ ǳǦǷǸǶǴǯǰǮ ǵǶǴǺǮǱǫǯ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǯ ǵǫǶ-

ǷǴǳǦǱȂǳȁǻ ǰǴǲǵȂȄǸǫǶǴǨ (ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ, ǸǫǶǲǮǳǦǱȂǳȁǻ ǷǸǦǳǼǮǯ Ǯ Ǹ.Ǫ.), ǵǴǪǰǱȄǽȆǳǳȁǻ 

ǰ ǱǴǰǦǱȂǳǴǯ ǷǫǸǮ ǵǶǫǪǵǶǮȅǸǮȅ. ǇǱǦǩǴǪǦǶȅ ǪǦǳǳǴǲǹ ǷǶǫǪǷǸǨǹ ǵǴǨȁǾǦǫǸǷȅ ǧǫǭǴǵǦǷǳǴǷǸȂ Ǯ 

ǹǵǶǦǨǱȅǫǲǴǷǸȂ ǰǴǲǵǴǳǫǳǸǴǨ IT-ǮǳǺǶǦǷǸǶǹǰǸǹǶȁ ǵǶǫǪǵǶǮȅǸǮȅ. 

 

1.3 ǚǹǳǰǼǮǮ Ǯ ǨǴǭǲǴǬǳǴǷǸǮ Ǖǔ 

 

Ǖǔ ǈǗǗǇ çKSCè ǈ1.1 ǴǧǫǷǵǫǽǮǨǦǫǸ: 

1) ǹǵǶǦǨǱǫǳǮǫ ǶǦǧǴǽǮǲǮ ǷǸǦǳǼǮȅǲǮ:  

 ǪǴǧǦǨǱǫǳǮǫ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ Ǩ ǷǵǮǷǴǰ; 

 ǪǴǧǦǨǱǫǳǮǫ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ Ǯǭ LDAP Ǩ ǷǵǮǷǴǰ; 

 ǪǴǧǦǨǱǫǳǮǫ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ Ǯǭ Kraftway  System Manager (KSM) Ǩ ǷǵǮǷǴǰ; 

 ǨȁǨǴǪ ǷǵǮǷǰǦ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

 ǨȁǨǴǪ ǷǨǫǪǫǳǮǯ Ǵ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ; 

 ǨȁǨǴǪ ǬǹǶǳǦǱǦ ǷǴǧȁǸǮǯ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ; 

 ǹǪǦǱǫǳǮǫ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ Ǯǭ ǷǵǮǷǰǦ; 

2) ǳǦǷǸǶǴǯǰǦ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ: 

 ǮǭǲǫǳǫǳǮǫ ǷǨǴǯǷǸǨ Ǯ ǳǦǷǸǶǴǫǰ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ; 

 ǨȁǨǴǪ ǮǳǨǫǳǸǦǶǮǭǦǼǮǴǳǳǴǯ ǮǳǺǴǶǲǦǼǮǮ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ; 

 ǨȁǨǴǪ ǷǵǮǷǰǦ ǲǴǪǹǱǫǯ ǧǫǭǴǵǦǷǳǴǷǸǮ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ; 

 ǳǦǷǸǶǴǯǰǦ ǲǴǪǹǱǫǯ ǧǫǭǴǵǦǷǳǴǷǸǮ; 
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 ǳǦǭǳǦǽǫǳǮǫ\ǴǸǲǫǳǦ ǳǦǭǳǦǽǫǳǮȅ ǷǵǮǷǰǦ ǺǦǯǱǴǨ, ǵǴǪǱǫǬǦǿǮǻ ǰǴǳǸǶǴǱȄ Ǽǫ-

ǱǴǷǸǳǴǷǸǮ, ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ; 

 ǨȁǨǴǪ ǶǫǭǹǱȂǸǦǸǴǨ ǨȁǵǴǱǳǫǳǮȅ ǵǶǴǼǫǪǹǶȁ ǰǴǳǸǶǴǱȅ ǼǫǱǴǷǸǳǴǷǸǮ; 

 ǷǧǶǴǷ ǰǴǳǸǶǴǱȂǳȁǻ Ƿǹǲǲ ǺǦǯǱǴǨ; 

 ǳǦǭǳǦǽǫǳǮǫ\ǴǸǲǫǳǦ ǶǦǷǵǮǷǦǳǮȅ ǸǫǻǳǮǽǫǷǰǴǩǴ ǴǧǷǱǹǬǮǨǦǳǮȅ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ; 

 ǪǴǧǦǨǱǫǳǮǫ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǩ ǷǵǮǷǴǰ ǶǦǭǶǫǾȆǳǳȁǻ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǹǪǦǱǫǳǮǫ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǯǭ ǷǵǮǷǰǦ ǶǦǭǶǫǾȆǳǳȁǻ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǪǴǧǦǨǱǫǳǮǫ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǩ ǷǵǮǷǴǰ ǶǦǭǶǫǾȆǳǳȁǻ ǩǶǹǵǵ ǵǴǱȂǭǴǨǦǸǫ-

Ǳǫǯ; 

 ǹǪǦǱǫǳǮǫ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǯǭ ǷǵǮǷǰǦ ǶǦǭǶǫǾȆǳǳȁǻ ǩǶǹǵǵ ǵǴǱȂǭǴǨǦǸǫ-

Ǳǫǯ; 

 ǪǴǧǦǨǱǫǳǮǫ ǱǴǰǦǱȂǳǴǩǴ ǷǵǮǷǰǦ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǩ ǵǫǶǫǽǫǳȂ ǱǴǰǦǱȂǳȁǻ ǷǵǮǷǰǴǨ 

ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǹǪǦǱǫǳǮǫ ǱǴǰǦǱȂǳǴǩǴ ǷǵǮǷǰǦ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǯǭ ǵǫǶǫǽǳȅ ǱǴǰǦǱȂǳȁǻ ǷǵǮǷǰǴǨ 

ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǪǴǧǦǨǱǫǳǮǫ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǩ ǷǵǮǷǴǰ ǶǦǭǶǫǾȆǳǳȁǻ ǱǴǰǦǱȂǳȁǻ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǹǪǦǱǫǳǮǫ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǯǭ ǷǵǮǷǰǦ ǶǦǭǶǫǾȆǳǳȁǻ ǱǴǰǦǱȂǳȁǻ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǧǱǴǰǮǶǴǨǰǦ\ǶǦǭǧǱǴǰǮǶǴǨǰǦ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ; 

3) ǹǵǶǦǨǱǫǳǮǫ ǵǶǴǺǮǱȅǲǮ ǵǴǱȂǭǴǨǦǸǫǱǫǯ (ǵǴǱȂǭǴǨǦǸǫǱȅǲǮ):  

 ǪǴǧǦǨǱǫǳǮǫ ǵǶǴǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǩ ǷǵǮǷǴǰ; 

 ǪǴǧǦǨǱǫǳǮǫ ǵǶǴǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǯǭ LDAP Ǩ ǷǵǮǷǴǰ; 

 ǪǴǧǦǨǱǫǳǮǫ ǵǶǴǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǯǭ Oracle Identity Management  (OIM) Ǩ ǷǵǮ-

ǷǴǰ; 

 ǨȁǨǴǪ ǷǵǮǷǰǦ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǨȁǨǴǪ ǷǨǫǪǫǳǮǯ Ǵ ǵǶǴǺǮǱǫ ǵǴǱȂǭǴǨǦǸǫǱȅ; 

 ǨȁǨǴǪ ǬǹǶǳǦǱǦ ǷǴǧȁǸǮǯ ǵǶǴǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ; 

 ǹǪǦǱǫǳǮǫ ǵǶǴǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǯǭ ǷǵǮǷǰǦ; 

4) ǳǦǷǸǶǴǯǰǦ ǵǶǴǺǮǱǫǯ ǵǴǱȂǭǴǨǦǸǫǱǫǯ (ǵǴǱȂǭǴǨǦǸǫǱǫǯ):  

 ǮǭǲǫǳǫǳǮǫ ǷǨǴǯǷǸǨ Ǯ ǳǦǷǸǶǴǫǰ ǵǶǴǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ; 

 ǳǦǭǳǦǽǫǳǮǫ\ǴǸǲǫǳǦ ǶǦǷǵǮǷǦǳǮȅ ǶǦǧǴǸȁ ǵǶǴǺǮǱȄ ǵǴǱȂǭǴǨǦǸǫǱȅ;  

 ǪǴǧǦǨǱǫǳǮǫ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ Ǩ ǷǵǮǷǴǰ ǶǦǭǶǫǾȆǳǳȁǻ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ ǪǱȅ 

ǵǶǴǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ; 



                                                                                                                       Kraftway Security Center   

                                                                                                                                                           ǈǫǶǷǮȅ 1.1 

 

13 
 

 ǹǪǦǱǫǳǮǫ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ Ǯǭ ǷǵǮǷǰǦ ǶǦǭǶǫǾȆǳǳȁǻ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ ǪǱȅ ǵǶǴ-

ǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ;  

 ǪǴǧǦǨǱǫǳǮǫ ǩǶǹǵǵȁ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ Ǩ ǷǵǮǷǴǰ ǶǦǭǶǫǾȆǳǳȁǻ ǩǶǹǵǵ ǶǦǧǴǽǮǻ 

ǷǸǦǳǼǮǯ ǪǱȅ ǵǶǴǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ; 

 ǹǪǦǱǫǳǮǫ ǩǶǹǵǵȁ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ Ǯǭ ǷǵǮǷǰǦ ǶǦǭǶǫǾȆǳǳȁǻ ǩǶǹǵǵ ǶǦǧǴǽǮǻ 

ǷǸǦǳǼǮǯ ǪǱȅ ǵǶǴǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ; 

 ǧǱǴǰǮǶǴǨǰǦ\ǶǦǭǧǱǴǰǮǶǴǨǰǦ ǵǶǴǺǮǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ; 

5) ǹǵǶǦǨǱǫǳǮǫ ǩǶǹǵǵǦǲǮ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ: 

 ǪǴǧǦǨǱǫǳǮǫ ǳǴǨǴǯ ǩǶǹǵǵȁ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ Ǩ ǷǵǮǷǴǰ; 

 ǨȁǨǴǪ ǷǵǮǷǰǦ ǩǶǹǵǵ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

 ǨȁǨǴǪ ǷǵǮǷǰǦ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ ǩǶǹǵǵȁ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

 ǹǪǦǱǫǳǮǫ ǩǶǹǵǵȁ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ Ǯǭ ǷǵǮǷǰǦ: 

6) ǳǦǷǸǶǴǯǰǦ ǩǶǹǵǵ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ: 

 ǮǭǲǫǳǫǳǮǫ ǷǨǴǯǷǸǨ Ǯ ǳǦǷǸǶǴǫǰ ǩǶǹǵǵȁ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

 ǪǴǧǦǨǱǫǳǮǫ ǳǴǨǴǯ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ Ǩ ǩǶǹǵǵǹ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

 ǹǪǦǱǫǳǮǫ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ Ǯǭ ǩǶǹǵǵȁ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

 ǳǦǭǳǦǽǫǳǮǫ ǶǦǷǵǮǷǦǳǮȅ ǸǫǻǳǮǽǫǷǰǴǩǴ ǴǧǷǱǹǬǮǨǦǳǮȅ ǩǶǹǵǵǫ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

 ǴǸǲǫǳǦ ǶǦǷǵǮǷǦǳǮȅ ǸǫǻǳǮǽǫǷǰǴǩǴ ǴǧǷǱǹǬǮǨǦǳǮȅ, ǳǦǭǳǦǽǫǳǳǴǩǴ ǩǶǹǵǵǫ ǶǦǧǴ-

ǽǮǻ ǷǸǦǳǼǮǯ; 

 ǪǴǧǦǨǱǫǳǮǫ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǩ ǷǵǮǷǴǰ ǶǦǭǶǫǾȆǳǳȁǻ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǹǪǦǱǫǳǮǫ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǯǭ ǷǵǮǷǰǦ ǶǦǭǶǫǾȆǳǳȁǻ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǪǴǧǦǨǱǫǳǮǫ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǩ ǷǵǮǷǴǰ ǶǦǭǶǫǾȆǳǳȁǻ ǩǶǹǵǵ ǵǴǱȂǭǴǨǦǸǫ-

Ǳǫǯ; 

 ǹǪǦǱǫǳǮǫ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǯǭ ǷǵǮǷǰǦ ǶǦǭǶǫǾȆǳǳȁǻ ǩǶǹǵǵ ǵǴǱȂǭǴǨǦǸǫ-

Ǳǫǯ; 

 ǪǴǧǦǨǱǫǳǮǫ ǱǴǰǦǱȂǳǴǩǴ ǷǵǮǷǰǦ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǩ ǵǫǶǫǽǫǳȂ ǱǴǰǦǱȂǳȁǻ ǷǵǮǷǰǴǨ 

ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǹǪǦǱǫǳǮǫ ǱǴǰǦǱȂǳǴǩǴ ǷǵǮǷǰǦ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǯǭ ǵǫǶǫǽǳȅ ǱǴǰǦǱȂǳȁǻ ǷǵǮǷǰǴǨ 

ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǧǱǴǰǮǶǴǨǰǦ\ǶǦǭǧǱǴǰǮǶǴǨǰǦ ǩǶǹǵǵȁ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

7) ǹǵǶǦǨǱǫǳǮǫ ǩǶǹǵǵǦǲǮ ǵǴǱȂǭǴǨǦǸǫǱǫǯ: 

 ǪǴǧǦǨǱǫǳǮǫ ǳǴǨǴǯ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǩ ǷǵǮǷǴǰ; 

 ǨȁǨǴǪ ǷǵǮǷǰǦ ǩǶǹǵǵ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 
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 ǨȁǨǴǪ ǷǵǮǷǰǦ ǵǴǱȂǭǴǨǦǸǫǱǫǯ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǹǪǦǱǫǳǮǫ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǯǭ ǷǵǮǷǰǦ; 

8) ǳǦǷǸǶǴǯǰǦ ǩǶǹǵǵ ǵǴǱȂǭǴǨǦǸǫǱǫǯ: 

 ǮǭǲǫǳǫǳǮǫ ǷǨǴǯǷǸǨ Ǯ ǳǦǷǸǶǴǫǰ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǪǴǧǦǨǱǫǳǮǫ ǳǴǨǴǩǴ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǩ ǩǶǹǵǵǹ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǹǪǦǱǫǳǮǫ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǯǭ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǳǦǭǳǦǽǫǳǮǫ ǶǦǷǵǮǷǦǳǮȅ ǶǦǧǴǸȁ ǵǴǱȂǭǴǨǦǸǫǱȅǲ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

 ǴǸǲǫǳǦ ǶǦǷǵǮǷǦǳǮȅ ǶǦǧǴǸȁ, ǳǦǭǳǦǽǫǳǳǴǩǴ ǵǴǱȂǭǴǨǦǸǫǱȅǲ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫ-

Ǳǫǯ; 

 ǪǴǧǦǨǱǫǳǮǫ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ Ǩ ǷǵǮǷǴǰ ǶǦǭǶǫǾȆǳǳȁǻ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

 ǹǪǦǱǫǳǮǫ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ Ǯǭ ǷǵǮǷǰǦ ǶǦǭǶǫǾȆǳǳȁǻ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

 ǪǴǧǦǨǱǫǳǮǫ ǩǶǹǵǵȁ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ Ǩ ǷǵǮǷǴǰ ǶǦǭǶǫǾȆǳǳȁǻ ǩǶǹǵǵ ǶǦǧǴǽǮǻ 

ǷǸǦǳǼǮǯ; 

 ǹǪǦǱǫǳǮǫ ǩǶǹǵǵȁ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ Ǯǭ ǷǵǮǷǰǦ ǶǦǭǶǫǾȆǳǳȁǻ ǩǶǹǵǵ ǶǦǧǴǽǮǻ 

ǷǸǦǳǼǮǯ; 

 ǧǱǴǰǮǶǴǨǰǦ\ǶǦǭǧǱǴǰǮǶǴǨǰǦ ǩǶǹǵǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ; 

9) ǹǵǶǦǨǱǫǳǮǫ ǱǴǰǦǱȂǳȁǲǮ ǷǵǮǷǰǦǲǮ: 

- ǪǴǧǦǨǱǫǳǮǫ ǳǴǨǴǩǴ ǱǴǰǦǱȂǳǴǩǴ ǷǵǮǷǰǦ Ǩ ǵǫǶǫǽǫǳȂ; 

- ǨȁǨǴǪ ǵǫǶǫǽǳȅ ǱǴǰǦǱȂǳȁǻ ǷǵǮǷǰǴǨ; 

- ǨȁǨǴǪ ǷǵǮǷǰǦ ǵǴǱȂǭǴǨǦǸǫǱǫǯ ǱǴǰǦǱȂǳǴǩǴ ǷǵǮǷǰǦ; 

- ǹǪǦǱǫǳǮǫ ǱǴǰǦǱȂǳǴǩǴ ǷǵǮǷǰǦ Ǯǭ ǵǫǶǫǽǳȅ; 

10) ǳǦǷǸǶǴǯǰǦ ǱǴǰǦǱȂǳȁǻ ǷǵǮǷǰǴǨ: 

- ǮǭǲǫǳǫǳǮǫ ǷǨǴǯǷǸǨ Ǯ ǳǦǷǸǶǴǫǰ ǱǴǰǦǱȂǳǴǩǴ ǷǵǮǷǰǦ; 

- ǪǴǧǦǨǱǫǳǮǫ ǳǴǨǴǩǴ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǩ ǱǴǰǦǱȂǳȁǯ ǷǵǮǷǴǰ; 

- ǹǪǦǱǫǳǮǫ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǯǭ ǱǴǰǦǱȂǳǴǩǴ ǷǵǮǷǰǦ; 

- ǧǱǴǰǮǶǴǨǰǦ\ǶǦǭǧǱǴǰǮǶǴǨǰǦ ǱǴǰǦǱȂǳǴǩǴ ǷǵǮǷǰǦ; 

11) ǹǵǶǦǨǱǫǳǮǫ ǶǦǷǵǮǷǦǳǮȅǲǮ ǶǦǧǴǸ ǵǴǱȂǭǴǨǦǸǫǱǫǯ: 

- ǪǴǧǦǨǱǫǳǮǫ ǳǴǨǴǩǴ ǶǦǷǵǮǷǦǳǮȅ ǶǦǧǴǸȁ Ǩ ǷǵǮǷǴǰ; 

- ǨȁǨǴǪ ǷǵǮǷǰǦ ǶǦǷǵǮǷǦǳǮǯ ǶǦǧǴǸ; 

- ǨȁǨǴǪ ǷǨǫǪǫǳǮǯ Ǵ ǶǦǷǵǮǷǦǳǮǮ ǶǦǧǴǸȁ; 

- ǹǪǦǱǫǳǮǫ ǶǦǷǵǮǷǦǳǮȅ ǶǦǧǴǸȁ Ǯǭ ǷǵǮǷǰǦ; 

12) ǳǦǷǸǶǴǯǰǦ ǶǦǷǵǮǷǦǳǮǯ ǶǦǧǴǸ ǵǴǱȂǭǴǨǦǸǫǱǫǯ: 

- ǮǭǲǫǳǫǳǮǫ ǷǨǴǯǷǸǨ Ǯ ǳǦǷǸǶǴǫǰ ǶǦǷǵǮǷǦǳǮȅ ǶǦǧǴǸȁ; 
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- ǧǱǴǰǮǶǴǨǰǦ\ǶǦǭǧǱǴǰǮǶǴǨǰǦ ǶǦǷǵǮǷǦǳǮȅ ǶǦǧǴǸȁ; 

13) ǹǵǶǦǨǱǫǳǮǫ ǷǫǶǨǮǷǳȁǲǮ ǶǦǷǵǮǷǦǳǮȅǲǮ: 

- ǪǴǧǦǨǱǫǳǮǫ ǳǴǨǴǩǴ ǷǫǶǨǮǷǳǴǩǴ ǶǦǷǵǮǷǦǳǮȅ Ǩ ǷǵǮǷǴǰ; 

- ǨȁǨǴǪ ǷǵǮǷǰǦ ǷǫǶǨǮǷǳȁǻ ǶǦǷǵǮǷǦǳǮǯ; 

- ǨȁǨǴǪ ǷǨǫǪǫǳǮǯ Ǵ ǷǫǶǨǮǷǳǴǲ ǶǦǷǵǮǷǦǳǮǮ; 

- ǹǪǦǱǫǳǮǫ ǷǫǶǨǮǷǳǴǩǴ ǶǦǷǵǮǷǦǳǮȅ Ǯǭ ǷǵǮǷǰǦ; 

14) ǳǦǷǸǶǴǯǰǦ ǷǫǶǨǮǷǳȁǻ ǶǦǷǵǮǷǦǳǮǯ: 

- ǮǭǲǫǳǫǳǮǫ ǷǨǴǯǷǸǨ Ǯ ǳǦǷǸǶǴǫǰ ǷǫǶǨǮǷǳǴǩǴ ǶǦǷǵǮǷǦǳǮȅ; 

- ǧǱǴǰǮǶǴǨǰǦ\ǶǦǭǧǱǴǰǮǶǴǨǰǦ ǷǫǶǨǮǷǳǴǩǴ ǶǦǷǵǮǷǦǳǮȅ; 

15) ǹǵǶǦǨǱǫǳǮǫ ǳǫǵǴǪǸǨǫǶǬǪǫǳǳȁǲǮ ǴǵǫǶǦǼǮȅǲǮ ǳǦǪ ǴǧȀǫǰǸǦǲǮ ǹǵǶǦǨǱǫǳǮȅ ǖǵǲȃ-

ǮǵǩǧǹǬǲǯ:  

- ǵǴǪǸǨǫǶǬǪǫǳǮǫ ǴǵǫǶǦǼǮǮ; 

- ǴǸǲǫǳǦ ǴǵǫǶǦǼǮǮ; 

16) ǹǵǶǦǨǱǫǳǮǫ ǳǫǵǴǪǸǨǫǶǬǪǫǳǳȁǲǮ ǴǵǫǶǦǼǮȅǲǮ ǳǦǪ ǴǧȀǫǰǸǦǲǮ ǹǵǶǦǨǱǫǳǮȅ ǗǧǨǵ-

ǾǯǬ  

ǸǹǧǴǽǯǯ: 

- ǵǴǪǸǨǫǶǬǪǫǳǮǫ ǴǵǫǶǦǼǮǮ; 

- ǴǸǲǫǳǦ ǴǵǫǶǦǼǮǮ; 

17) ǹǵǶǦǨǱǫǳǮǫ ǳǫǵǴǪǸǨǫǶǬǪǫǳǳȁǲǮ ǵǴǱȂǭǴǨǦǸǫǱȂǷǰǮǲǮ ǴǵǫǶǦǼǮȅǲǮ; 

18) ǨȁǨǴǪ ǷǵǮǷǰǦ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ Ǩ ǷǫǶǨǮǷǳǴǲ ǶǫǬǮǲǫ; 

19) ǹǵǶǦǨǱǫǳǮǫ ǵǴǪǵǮǷǰǦǲǮ ǳǦ ǷǴǧȁǸǮȅ; 

20) ǳǦǷǸǶǴǯǰǦ ǵǴǪǵǮǷǴǰ ǳǦ ǷǴǧȁǸǮȅ; 

21) ǨȁǨǴǪ ǬǹǶǳǦǱǦ ǷǴǧȁǸǮǯ; 

22) ǨȁǨǴǪ ǬǹǶǳǦǱǦ ǹǨǫǪǴǲǱǫǳǮǯ Ǵ ǷǴǧȁǸǮȅǻ; 

23) ǨȁǨǴǪ ǷǵǮǷǰǦ ǳǫǴǸǵǶǦǨǱǫǳǳȁǻ ǹǨǫǪǴǲǱǫǳǮǯ Ǵ ǷǴǧȁǸǮȅǻ; 

24) ǹǵǶǦǨǱǫǳǮǫ ǴǧǳǴǨǱǫǳǮȅǲǮ ǲǴǪǹǱǫǯ ǧǫǭǴǵǦǷǳǴǷǸǮ Kraftway  Secure Shell (KSS):  

- ǪǴǧǦǨǱǫǳǮǫ ǴǧǳǴǨǱǫǳǮȅ ǲǴǪǹǱǫǯ ǧǫǭǴǵǦǷǳǴǷǸǮ; 

- ǨȁǨǴǪ ǷǵǮǷǰǦ ǴǧǳǴǨǱǫǳǮǯ ǪǱȅ KSS; 

- ǹǪǦǱǫǳǮǫ ǴǧǳǴǨǱǫǳǮȅ ǲǴǪǹǱǫǯ ǧǫǭǴǵǦǷǳǴǷǸǮ; 

25) ǳǦǷǸǶǴǯǰǦ ǴǧǳǴǨǱǫǳǮǯ ǲǴǪǹǱǫǯ ǧǫǭǴǵǦǷǳǴǷǸǮ Kraftway  Secure Shell (KSS):  

- ǳǦǭǳǦǽǫǳǮǫ ǴǧǳǴǨǱǫǳǮȅ ǪǱȅ ǴǵǶǫǪǫǱȆǳǳǴǯ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ; 

- ǴǸǲǫǳǦ ǴǧǳǴǨǱǫǳǮȅ ǪǱȅ ǴǵǶǫǪǫǱȆǳǳǴǯ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ; 

- ǳǦǭǳǦǽǫǳǮǫ ǴǧǳǴǨǱǫǳǮȅ ǪǱȅ ǴǵǶǫǪǫǱȆǳǳȁǻ ǩǶǹǵǵ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 
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- ǴǸǲǫǳǦ ǴǧǳǴǨǱǫǳǮȅ ǪǱȅ ǴǵǶǫǪǫǱȆǳǳȁǻ ǩǶǹǵǵ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ; 

26) ǹǵǶǦǨǱǫǳǮǫ ǷǵǮǷǰǦǲǮ ǺǦǯǱǴǨ, ǵǴǪǱǫǬǦǿǮǻ ǰǴǳǸǶǴǱȄ ǼǫǱǴǷǸǳǴǷǸǮ: 

- ǪǴǧǦǨǱǫǳǮǫ ǷǵǮǷǰǴǨ ǺǦǯǱǴǨ; 

- ǨȁǨǴǪ ǵǫǶǫǽǳȅ ǷǵǮǷǰǴǨ ǺǦǯǱǴǨ; 

- ǹǪǦǱǫǳǮǫ ǷǵǮǷǰǴǨ ǺǦǯǱǴǨ; 

27) ǳǦǷǸǶǴǯǰǦ ǷǵǮǷǰǴǨ ǺǦǯǱǴǨ, ǵǴǪǱǫǬǦǿǮǻ ǰǴǳǸǶǴǱȄ ǼǫǱǴǷǸǳǴǷǸǮ: 

- ǮǭǲǫǳǫǳǮǫ ǷǨǴǯǷǸǨ ǷǵǮǷǰǦ ǺǦǯǱǴǨ; 

- ǪǴǧǦǨǱǫǳǮǫ ǴǧȀǫǰǸǴǨ (ǺǦǯǱǴǨ, ǪǮǶǫǰǸǴǶǮǯ) Ǩ ǷǵǮǷǴǰ; 

- ǹǪǦǱǫǳǮǫ ǴǧȀǫǰǸǴǨ (ǺǦǯǱǴǨ, ǪǮǶǫǰǸǴǶǮǯ) Ǯǭ ǷǵǮǷǰǦ.  
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1.4 ǙǷǱǴǨǮȅ ǵǶǮǲǫǳǫǳǮȅ 

 

1.4.1 ǘǶǫǧǴǨǦǳǮȅ ǰ ǦǵǵǦǶǦǸǳǴǲǹ ǴǧǫǷǵǫǽǫǳǮȄ 

 

ǈ ǸǦǧǱǮǼǫ 1.1 ǵǶǫǪǷǸǦǨǱǫǳȁ ǲǮǳǮǲǦǱȂǳȁǫ ǸǶǫǧǴǨǦǳǮȅ ǰ ǰǴǳǺǮǩǹǶǦǼǮǮ ǷǫǶǨǫǶǦ 

ǧǫǭǴǵǦǷǳǴǷǸǮ, ǰǴǸǴǶȁǫ ǳǫǴǧǻǴǪǮǲȁ ǪǱȅ ǺǹǳǰǼǮǴǳǮǶǴǨǦǳǮȅ Ǖǔ ǈǗǗǇ çKSCè ǈ1.1:  

 

ǘǦǧǱǮǼǦ 1.1 ð ǒǮǳǮǲǦǱȂǳȁǫ ǸǶǫǧǴǨǦǳǮȅ ǰ ǰǴǳǺǮǩǹǶǦǼǮǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ 

ɲ ǛǦǶǦǰǸǫǶǮǷǸǮǰǮ ǔǵǮǷǦǳǮǫ 

1 ǕǶǴǼǫǷǷǴǶ Intel Core i 5-3570, 3.4 ǉǉǼ 

2 ǔǵǫǶǦǸǮǨǳǦȅ ǵǦǲȅǸȂ 4 ǉǇ 

3 ǊǮǷǰǴǨǴǫ ǵǶǴǷǸǶǦǳǷǸǨǴ ǴǧǿǮǯ ǴǧȀȆǲ ǷǨǴǧǴǪǳǴǩǴ ǪǮǷǰǴǨǴǩǴ ǵǶǴǷǸǶǦǳǷǸǨǦ, 

ǸǶǫǧǹǫǲȁǯ Ǖǔ ǪǱȅ ǺǹǳǰǼǮǴǳǮǶǴǨǦǳǮȅ ð 500 ǒǇ 

4 ǗǫǸǫǨǴǯ ǦǪǦǵǸǫǶ 100 ǒǧǮǸ/ c 

 

ǕǶǮǲǫǽǦǳǮǫ. ǖǫǰǴǲǫǳǪǹǫǲȁǫ ǸǶǫǧǴǨǦǳǮȅ ǰ ǰǴǳǺǮǩǹǶǦǼǮǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ:  

 ǔǕ ð 8 ǉǇ Ǯ ǨȁǾǫ; 

 ǴǧǿǮǯ ǴǧȀȆǲ ǷǨǴǧǴǪǳǴǩǴ ǪǮǷǰǴǨǴǩǴ ǵǶǴǷǸǶǦǳǷǸǨǦ, ǸǶǫǧǹǫǲȁǯ Ǖǔ ǪǱȅ ǺǹǳǰǼǮǴ-

ǳǮǶǴǨǦǳǮȅ ð 1 ǉǇ; 

 ǷǫǸǫǨǴǯ ǦǪǦǵǸǫǶ ð 1 ǉǧǮǸ/ c. 

 

1.4.2 ǘǶǫǧǴǨǦǳǮȅ ǰ ǵǶǴǩǶǦǲǲǳǴǲǹ ǴǧǫǷǵǫǽǫǳǮȄ 

 

ǕǶǴǩǶǦǲǲǳǴǫ ǴǧǫǷǵǫǽǫǳǮǫ, ǳǫǴǧǻǴǪǮǲǴǫ ǪǱȅ  ǶǦǧǴǸȁ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ: 

- Windows Server 2008 R2 ǮǱǮ ǨȁǾǫ; 

- Ǩǫǧ-ǷǫǶǨǫǶ Apache 2.4 ǮǱǮ ǨȁǾǫ Ƿ ǲǴǪǹǱǫǲ mod_ssl; 

- PHP 5.3 ǮǱǮ ǨȁǾǫ Ƿ ǲǴǪǹǱǫǲ ssl; 

- ǧǦǭǦ ǪǦǳǳȁǻ PostgreSQL;  

ǘǦǰǬǫ ǪǱȅ ǶǦǧǴǸȁ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ ǳǫǴǧǻǴǪǮǲǴ: 

 ǳǦǱǮǽǮǫ Ǯ ǪǴǷǸǹǵǳǴǷǸȂ Ǩ ǮǳǺǶǦǷǸǶǹǰǸǹǶǫ ǪǴǷǸǹǵǦ ǰ ǷǫǶǨǫǶǹ ǰǦǸǦǱǴǩǴǨ ǵǴ 

ǵǶǴǸǴǰǴǱǹ LDAP; 

 ǳǦǱǮǽǮǫ ǹǽǫǸǳǴǯ ǭǦǵǮǷǮ ǷǱǹǬǫǧǳǴǩǴ ǵǴǱȂǭǴǨǦǸǫǱȅ Ƿ ǵǶǦǨǦǲǮ ǪǴǷǸǹǵǦ ǰ ǷǫǶǨǫǶǹ 

ǰǦǸǦǱǴǩǴǨ Ǩ ǶǫǬǮǲǫ ǽǸǫǳǮȅ; 
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 ǳǦǱǮǽǮǫ Ǯ ǪǴǷǸǹǵ ǰ ǪǴǨǫǶǫǳǳǴǲǹ ǷǫǶǨǫǶǹ ǹǪǴǷǸǴǨǫǶȅȄǿǫǩǴ ǼǫǳǸǶǦ ǵǴ ǵǶǴǸǴǰǴǱǹ 

OCSP; 

 ǳǦǱǮǽǮǫ Ǯ ǪǴǷǸǹǵ ǰ ǪǴǨǫǶǫǳǳǴǲǹ ǷǫǶǨǫǶǹ ǹǪǴǷǸǴǨǫǶȅȄǿǫǩǴ ǼǫǳǸǶǦ ǵǴ ǵǶǴǸǴǰǴǱǹ 

HTTP ǪǱȅ ǵǴǱǹǽǫǳǮȅ ǰǴǶǳǫǨȁǻ ǷǫǶǸǮǺǮǰǦǸǴǨ ǱǮǧǴ ǶǹǽǳǦȅ ǹǷǸǦǳǴǨǰǦ ǰǴǶǳǫǨȁǻ 

ǷǫǶǸǮǺǮǰǦǸǴǨ ǹǪǴǷǸǴǨǫǶȅȄǿǫǩǴ ǼǫǳǸǶǦ ǳǦ ǷǫǶǨǫǶǫ ǧǫǭǴǵǦǷǳǴǷǸǮ; 

 ǳǦǱǮǽǮǫ ǷǨȅǭǮ ǲǫǬǪǹ ǰǱǮǫǳǸǦǲǮ Ǯ ǷǫǶǨǫǶǴǲ ǧǫǭǴǵǦǷǳǴǷǸǮ ǵǴ ǵǶǴǸǴǰǴǱǹ HTTPS Ƿ 

ǮǷǵǴǱȂǭǴǨǦǳǮǫǲ 443 ǵǴǶǸǦ; 

 ǪǱȅ ǦǪǲǮǳǮǷǸǶǮǶǴǨǦǳǮȅ Ǯ ǹǵǶǦǨǱǫǳǮȅ ǵǴǱȂǭǴǨǦǸǫǱȅǲǮ ǳǦǱǮǽǮǫ ǪǴǷǸǹǵǦ ǰ 

ǷǫǶǨǫǶǹ ǧǫǭǴǵǦǷǳǴǷǸǮ ǵǴ ǵǶǴǸǴǰǴǱǦǲ HTTP (ǵǴǶǸ 80) Ǯ HTTPS (ǵǴǶǸ 443); 

 ǳǦǱǮǽǮǫ ǹǷǸǦǳǴǨǱǫǳǳǴǩǴ ǷǫǶǸǮǺǮǰǦǸǦ SSL ǳǦ ǷǫǶǨǫǶǫ ǧǫǭǴǵǦǷǳǴǷǸǮ, ǷǫǶǸǮǺǮǰǦǸ 

ǪǴǱǬǫǳ ǧȁǸȂ ǵǴǪǵǮǷǦǳ ǪǴǨǫǶǫǳǳȁǲ ǹǪǴǷǸǴǨǫǶȅȄǿǮǲ ǼǫǳǸǶǴǲ. 

 

1.4.3 ǗǨǫǪǫǳǮȅ Ǵ ǺǹǳǰǼǮǴǳǦǱȂǳȁǻ ǴǩǶǦǳǮǽǫǳǮȅǻ ǳǦ ǵǶǮǲǫǳǫǳǮǫ Ǖǔ 

 

Ǖǔ ǈǗǗǇ çKSCè ǈ1.1 ǲǴǬǫǸ ǵǶǮǲǫǳȅǫǸǷȅ ǳǦ ǵǶǫǪǵǶǮȅǸǮȅǻ, ǩǪǫ ǮǷǵǴǱȂǭǹȄǸǷȅ ǶǦǧǴ-

ǽǮǫ ǷǸǦǳǼǮǮ, ǵǴǷǸǶǴǫǳǳȁǫ ǳǦ ǲǦǸǫǶǮǳǷǰǮǻ ǵǱǦǸǦǻ, Ǩ ǰǴǸǴǶȁǻ ǹǷǸǦǳǴǨǱǫǳǴ ǷǮǷǸǫǲǳǴǫ ǵǶǴ-

ǩǶǦǲǲǳǴǫ ǴǧǫǷǵǫǽǫǳǮǫ (ǗǕǔ) ǵǶǴǮǭǨǴǪǷǸǨǦ Ǎǆǔ çǐǶǦǺǸǨȃǯ ǰǴǶǵǴǶȃǯǾǳ ǕǑǗè: BIOS (UEFI), 

ǴǧǴǱǴǽǰǦ ǧǫǭǴǵǦǷǳǴǷǸǮ çKraftway  Secure Shellè ǨǫǶǷǮǮ 2.2 (ǔǇ çKSSè ǈ2.2), ǵǶǴǩǶǦǲǲǳȁǯ 

ǰǴǲǵǱǫǰǷ ȃǱǫǰǸǶǴǳǳȁǯ ǭǦǲǴǰ çǈǮǸȅǭȂè ǨǫǶǷǮǮ 2.2 (Ǖǐ ǣǍ çǈǮǸȅǭȂè ǈ2.2).  

 

1.5 ǔǷǳǴǨǳȁǫ ǻǦǶǦǰǸǫǶǮǷǸǮǰǮ 

 

ǈǫǧ-ǷǫǶǨǮǷ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ ǨǰǱȄǽǦǫǸ Ǩ Ƿǫǧȅ: 

 ǺǦǯǱȁ Ǩǫǧ-ǮǳǸǫǶǺǫǯǷǦ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ (ǺǦǯǱȁ ǷǦǯǸ, Ƿǲ. ǶǦǭǪǫǱ 3);  

 Ǩǫǧ-ǷǱǹǬǧǦ ǔǗ, ǰǴǸǴǶǦȅ ǷǱǹǬǮǸ ǪǱȅ ǨȁǭǴǨǦ Ǩǫǧ-ǲǫǸǴǪǴǨ ǵǴ ǶǦǷǵǮǷǦǳǮȄ, ǪǱȅ: 

1) ǨȁǵǴǱǳǫǳǮȅ ǴǵǶǴǷǦ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ Ƿ ǵǴǲǴǿȂȄ ǰǴǲǦǳǪȁ ping; 

2) ǨȁǵǴǱǳǫǳǮȅ ǷǮǳǻǶǴǳǮǭǦǼǮǮ ǵǴǱȂǭǴǨǦǸǫǱǫǯ, ǰǴǸǴǶȁǫ ǧȁǱǮ ǪǴǧǦǨǱǫǳȁ Ǯǭ LDAP 

(ǨȁǵǴǱǳȅǫǸǷȅ Ǩ ǦǨǸǴǲǦǸǮǽǫǷǰǴǲ ǺǴǳǴǨǴǲ ǶǫǬǮǲǫ). 

 

1.6 ǖǴǱǮ ǵǴǱȂǭǴǨǦǸǫǱǫǯ 

 

ǗǱǫǪǹȄǿǮǫ ǸǮǵȁ ǵǴǱȂǭǴǨǦǸǫǱǫǯ ǲǴǩǹǸ ǶǦǧǴǸǦǸȂ Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǷǫǶǨǫǶǦ 

ǧǫǭǴǵǦǷǳǴǷǸǮ: 



                                                                                                                       Kraftway Security Center   

                                                                                                                                                           ǈǫǶǷǮȅ 1.1 

 

19 
 

 ǦǪǲǮǳǮǷǸǶǦǸǴǶ ǷǮǷǸǫǲȁ; 

 ǦǪǲǮǳǮǷǸǶǦǸǴǶ ǧǫǭǴǵǦǷǳǴǷǸǮ; 

 ǦǪǲǮǳǮǷǸǶǦǸǴǶ IT;  

 ǵǴǱȂǭǴǨǦǸǫǱȂ. 

 

1.7 ǈǴǭǲǴǬǳǴǷǸǮ Ǯ ǴǩǶǦǳǮǽǫǳǮȅ ǵǴǱȂǭǴǨǦǸǫǱǫǯ ǵǶǮ ǶǦǧǴǸǫ Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ 

 

ǕǴǱȂǭǴǨǦǸǫǱȂ Ƿ ǶǴǱȂȄ ǇǫǳǯǴǯǸǹǷǧǹǵǷ ǸǯǸǹǬǳȂ ǳǫ ǮǲǫǫǸ ǴǩǶǦǳǮǽǫǳǮǯ ǵǶǮ ǶǦǧǴǸǫ 

Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ. 

ǕǴǱȂǭǴǨǦǸǫǱȄ Ƿ ǶǴǱȂȄ ǇǫǳǯǴǯǸǹǷǧǹǵǷ ǨǬǮǵǶǧǸǴǵǸǹǯ ǵǶǫǪǴǷǸǦǨǱȅǫǸǷȅ ǨǴǭǲǴǬ-

ǳǴǷǸȂ ǨȁǵǴǱǳȅǸȂ ǨǫǷȂ ǷǵǫǰǸǶ ǴǵǫǶǦǼǮǯ, ǰǴǸǴǶȁǫ ǪǴǷǸǹǵǳȁ ǪǱȅ ǨȁǵǴǱǳǫǳǮȅ  ǵǴǱȂǭǴǨǦǸǫǱȄ 

Ƿ ǶǴǱȂȄ ǇǫǳǯǴǯǸǹǷǧǹǵǷ ǸǯǸǹǬǳȂ, ǰǶǴǲǫ ǨǴǭǲǴǬǳǴǷǸǮ: ǮǭǲǫǳǫǳǮȅ ǷǮǷǸǫǲǳȁǻ ǳǦǷǸǶǴǫǰ 

Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ, ǨȁǨǴǪǦ ǷǨǫǪǫǳǮǯ Ǵ ǱǮǼǫǳǭǮǮ ǳǦ Ǩǫǧ-

ǷǫǶǨǮǷ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ, Ǧ ǸǦǰǬǫ ǪǴǧǦǨǱǫǳǮȅ ǴǧǳǴǨǱǫǳǮȅ ǪǱȅ ǲǴǪǹǱǫǯ ǧǫǭǴǵǦǷǳǴǷǸǮ 

ǴǧǴǱǴǽǰǮ KSS. ǕǹǳǰǸȁ ǘǯǸǹǬǳǴȂǬ ǴǧǸǹǷǵǰǱǯ Ǯ ǒǯǽǬǴǮǯȆ ǷǮǷǸǫǲǳǴǩǴ ǲǫǳȄ ǷǰǶȁǸȁ ǪǱȅ 

ǵǴǱȂǭǴǨǦǸǫǱȅ ǪǦǳǳǴǯ ǶǴǱǮ. 

ǕǴǱȂǭǴǨǦǸǫǱȄ Ƿ ǶǴǱȂȄ ǇǫǳǯǴǯǸǹǷǧǹǵǷ IT Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǷǫǶǨǫǶǦ ǧǫǭ-

ǴǵǦǷǳǴǷǸǮ ǵǶǫǪǴǷǸǦǨǱȅǫǸǷȅ ǨǴǭǲǴǬǳǴǷǸȂ ǪǴǧǦǨǱǫǳǮȅ, ǹǪǦǱǫǳǮȅ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ, Ǯ ǵǶǴ-

ǺǮǱǫǯ ǵǴǱȂǭǴǨǦǸǫǱǫǯ, ǵǶǴǷǲǴǸǶǦ ǷǵǮǷǰǦ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ Ǯ ǷǵǮǷǰǦ ǵǴǱȂǭǴǨǦǸǫǱǫǯ, Ǩȁ-

ǵǴǱǳǫǳǮȅ ǴǵǫǶǦǼǮǯ ǳǦǪ ǶǦǧǴǽǮǲǮ ǷǸǦǳǼǮȅǲǮ, ǰǴǸǴǶȁǫ ǳǦǻǴǪȅǸǷȅ Ǩ ǷǫǶǨǮǷǳǴǲ ǶǫǬǮǲǫ, 

ǹǵǶǦǨǱǫǳǮȅ ǵǴǪǵǮǷǰǦǲǮ ǳǦ ǷǴǧȁǸǮȅ, ǶǦǧǴǸȁ Ƿ ǬǹǶǳǦǱǴǲ ǷǴǧȁǸǮǯ. 

ǕǴǱȂǭǴǨǦǸǫǱȄ Ƿ ǶǴǱȂȄ ǖǵǲȃǮǵǩǧǹǬǲȃ Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ 

ǵǶǫǪǴǷǸǦǨǱȅǫǸǷȅ ǨǴǭǲǴǬǳǴǷǸȂ ǸǴǱȂǰǴ ǶǦǧǴǸȁ Ƿ ǬǹǶǳǦǱǴǲ ǷǴǧȁǸǮǯ. 

 

1.8 ǔǶǩǦǳǮǭǦǼǮǴǳǳǴ-ǸǫǻǳǮǽǫǷǰǮǫ ǲǫǶȁ 

 

ǊǴǱǬǳȁ ǧȁǸȂ ǵǶǮǳȅǸȁ ǴǶǩǦǳǮǭǦǼǮǴǳǳȁǫ (ǴǶǩǦǳǮǭǦǼǮǴǳǳǴ-ǸǫǻǳǮǽǫǷǰǮǫ) ǲǫǶȁ, 

ǮǷǰǱȄǽǦȄǿǮǫ ǳǫǰǴǳǸǶǴǱǮǶǹǫǲȁǯ ǪǴǷǸǹǵ ǵǴǷǸǴǶǴǳǳǮǻ ǱǮǼ ǰ ǶǦǧǴǽǫǲǹ ǲǫǷǸǹ ǦǪǲǮǳǮǷǸǶǦ-

ǸǴǶǦ Ǩ ǳǫǶǦǧǴǽǫǫ ǨǶǫǲȅ, Ǧ ǸǦǰǬǫ Ǩ ǶǦǧǴǽǫǫ ǨǶǫǲȅ ǵǶǮ ǴǸǷǹǸǷǸǨǮǮ ǫǩǴ ǭǦ ǳǮǲ.  

 

1.8.1 ǕǶǦǨǮǱǦ ǵǴǨǫǪǫǳǮȅ ǦǪǲǮǳǮǷǸǶǦǸǴǶǦ 
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ǆǪǲǮǳǮǷǸǶǦǸǴǶ ǪǴǱǬǫǳ ǶǦǧǴǸǦǸȂ Ǩ ǷǴǴǸǨǫǸǷǸǨǮǮ Ƿ ǳǦǷǸǴȅǿǮǲ ǪǴǰǹǲǫǳǸǴǲ çǈǫǧ-

ǷǫǶǨǮǷ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ çKraftway  Security Centerè ǨǫǶǷǮǮ 1.1. ǖǹǰǴǨǴǪǷǸǨǴ 

ǦǪǲǮǳǮǷǸǶǦǸǴǶǦ (643.18184162.00010-1.1 90)è. 

ǆǪǲǮǳǮǷǸǶǦǸǴǶ ǴǧȅǭǦǳ ǷǴǧǱȄǪǦǸȂ ǷǱǫǪǹȄǿǮǫ ǵǶǦǨǮǱǦ ǵǶǮ ǶǦǧǴǸǫ: 

1) ǵǴǷǱǫ ǹǷǸǦǳǴǨǰǮ Ǯ ǳǦǷǸǶǴǯǰǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ ǷǱǫǪǹǫǸ ǪǱȅ ǫǩǴ ǩǶǦǺǮǽǫ-

ǷǰǴǯ ǰǴǳǷǴǱǮ ǭǦǲǫǳǮǸȂ ǵǦǶǴǱȂ ǦǪǲǮǳǮǷǸǶǦǸǴǶǦ, ǹǷǸǦǳǴǨǱǫǳǳȁǯ ǵǴ ǹǲǴǱǽǦǳǮȄ; 

2) ǷǨǴǫǨǶǫǲǫǳǳǴ ǭǦǲǫǳȅǸȂ ǵǦǶǴǱȂ ǰ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ Ǩ ǷǴǴǸǨǫǸǷǸǨǮǮ Ƿ 

ǵǴǱǮǸǮǰǴǯ ǧǫǭǴǵǦǷǳǴǷǸǮ ǴǶǩǦǳǮǭǦǼǮǮ; 

3) ǵǶǮ ǨǨǴǪǫ ǵǦǶǴǱȅ ǦǪǲǮǳǮǷǸǶǦǸǴǶǦ ǮǷǰǱȄǽǦǸȂ ǨǴǭǲǴǬǳǴǷǸȂ ǨǮǭǹǦǱȂǳǴǩǴ 

ǵǶǴǷǲǴǸǶǦ ǫǩǴ ǳǦǧǴǶǦ ǪǶǹǩǮǲǮ ǱǮǼǦǲǮ; 

4) ǳǫ ǷǴǴǧǿǦǸȂ ǵǦǶǴǱȂ ǰ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǪǶǹǩǮǲ ǱǮǼǦǲ; 

5) ǻǶǦǳǮǸȂ ǭǦǵǮǷǦǳǳȁǯ ǵǦǶǴǱȂ ǦǪǲǮǳǮǷǸǶǦǸǴǶǦ Ǩ ǳǫǪǴǷǸǹǵǳǴǲ ǪǱȅ ǪǶǹǩǮǻ ǱǮǼ 

ǲǫǷǸǫ. 
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2 ǑǔǉǎǝǋǗǐǆǥ ǗǘǖǙǐǘǙǖǆ Ǖǔ 

 

2.1 ǗǸǶǹǰǸǹǶǳǦȅ ǷǻǫǲǦ ǨǭǦǮǲǴǪǫǯǷǸǨǮȅ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ Ƿ ǰǴǲǵǴǳǫǳǸǦǲǮ ǷǫǸǫ-

ǨǴǯ ǮǳǺǶǦǷǸǶǹǰǸǹǶȁ  

 

ǗǸǶǹǰǸǹǶǳǦȅ ǷǻǫǲǦ ǨǭǦǮǲǴǪǫǯǷǸǨǮȅ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ Ƿ ǰǴǲǵǴǳǫǳǸǦǲǮ ǷǫǸǫǨǴǯ 

ǮǳǺǶǦǷǸǶǹǰǸǹǶȁ ǵǶǫǪǷǸǦǨǱǫǳǦ ǳǦ ǶǮǷǹǳǰǫ 2.1: 

 

ʇʂ c UEFI BIOS

ɸʥʪʠʚʠʨʫʩ 

ʂʘʧʝʨʩʢʦʛʦ

ʕʣʝʢʪʨʦʥʥr ʡ 

ʟʘʤʦʢ

ʉʝʨʚʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ

(KSC)

ʉʝʨʚʝʨ ʩʣʫʞʙr  

ʢʘʪʘʣʦʛʦʚ

ʋʜʦʩʪʦʚʝʨ̫ʶɦ ʠʡ ʮʝʥʪʨ

HTTP/S, 999

LDAP/S

OCSP

ʉʤʘʨʪʢʘʨʪʘ ʩ 

ʣɻʝʢʪʨʦʥʥr ʤʠ 

ʩʝʨʪʠʬʠʢʘʪʘʤʠ

ʂʦʥʪʨʦʣɹ 

ʧʨʦʛʨʘʤʤʥʦʡ ʠ 

ʘʧʧʘʨʘʪʥʦʡ ʩʨʝʜr

BIOS

 

ǖǮǷǹǳǴǰ 2.1 ð ǗǸǶǹǰǸǹǶǳǦȅ ǷǻǫǲǦ ǷǫǸǫǨǴǯ ǨǫǶǷǮǮ ǣǍ çǈǮǸȅǭȂè 

 

ǗǸǶǹǰǸǹǶǳǦȅ ǷǻǫǲǦ ǷǫǸǫǨǴǯ ǨǫǶǷǮǮ ǣǍ çǈǮǸȅǭȂè ǷǴǷǸǴǮǸ Ǯǭ ǷǱǫǪǹȄǿǮǻ ǰǴǲǵǴǳǫǳǸǴǨ: 

- ǵǫǶǷǴǳǦǱȂǳȁǫ ǰǴǲǵȂȄǸǫǶȁ (ǶǦǧǴǽǮǫ ǷǸǦǳǼǮǮ, ǸǫǶǲǮǳǦǱȂǳȁǫ ǷǸǦǳǼǮǮ); 

- ǷǫǶǨǫǶ ǧǫǭǴǵǦǷǳǴǷǸǮ; 

- ǷǫǶǨǫǶ ǷǱǹǬǧȁ ǰǦǸǦǱǴǩǴǨ; 

- ǷǫǶǨǫǶ ǷǫǶǸǮǺǮǰǦǸǴǨ (ǙǪǴǷǸǴǨǫǶȅȄǿǮǯ ǼǫǳǸǶ). 

 

ǕǶǮǲǫǽǦǳǮǫ. ǚǹǳǰǼǮǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ, ǷǫǶǨǫǶǦ ǷǱǹǬǧȁ ǰǦǸǦǱǴǩǴǨ Ǯ ǷǫǶǨǫǶǦ 

ǷǫǶǸǮǺǮǰǦǸǴǨ (ǹǪǴǷǸǴǨǫǶȅȄǿǫǩǴ ǼǫǳǸǶǦ) ǲǴǩǹǸ ǧȁǸȂ ǷǴǨǲǫǿǫǳȁ ǳǦ ǴǪǳǴǲ ǺǮǭǮǽǫǷǰǴǲ 

(ǨǮǶǸǹǦǱȂǳǴǲ) ǷǫǶǨǫǶǫ. 
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2.2 ǚǹǳǰǼǮǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ 

 

ǗǫǶǨǫǶ ǧǫǭǴǵǦǷǳǴǷǸǮ ð ȃǸǴ ǷǫǶǨǫǶ, ǰǴǸǴǶȁǯ ǴǧǫǷǵǫǽǮǨǦǫǸ ǨȁǵǴǱǳǫǳǮǫ ǷǱǫǪǹȄǿǮǻ 

ǺǹǳǰǼǮǯ: 

- ǰǴǳǸǶǴǱȂ ǭǦ ǵǶǦǨǦǲǮ ǪǴǷǸǹǵǦ Ǯ ǶǦǭǪǫǱǫǳǮǫ ǺǹǳǰǼǮǯ ǦǪǲǮǳǮǷǸǶǦǸǴǶǦ 

ǧǫǭǴǵǦǷǳǴǷǸǮ Ǯ ǷǮǷǸǫǲǳǴǩǴ ǦǪǲǮǳǮǷǸǶǦǸǴǶǦ; 

- ǪǮǷǸǦǳǼǮǴǳǳǴǫ ǦǪǲǮǳǮǷǸǶǮǶǴǨǦǳǮǫ Ǯ ǲǴǳǮǸǴǶǮǳǩ ǶǦǧǴǸȁ ǲǴǪǹǱǫǯ ǧǫǭǴǵǦǷǳǴǷǸǮ 

KSS; 

- ǴǷǹǿǫǷǸǨǱǫǳǮǫ ǭǦǵǶǴǷǴǨ ǰ ǷǫǶǨǫǶǹ ǷǫǶǸǮǺǮǰǦǸǴǨ (Certificate  server) Ǯ ǷǫǶǨǫǶǹ 

ǰǦǸǦǱǴǩǴǨ (AD ǮǱǮ LDAP) ǪǱȅ ǵǶǴǨǫǶǰǮ ǵǶǦǨ ǵǴǱȂǭǴǨǦǸǫǱȅ ǳǦ ǨǻǴǪ Ǩ ǰǴǲǵȂȄǸǫǶ (ǪǴ 

ǭǦǩǶǹǭǰǮ ǔǗ); 

- ǷǧǴǶ Ǯ ǻǶǦǳǫǳǮǫ ǮǳǨǫǳǸǦǶǮǭǦǼǮǴǳǳǴǯ ǮǳǺǴǶǲǦǼǮǮ Ǵǧ ǴǧǴǶǹǪǴǨǦǳǮǮ Ǯ 

ǵǶǴǩǶǦǲǲǳǴǲ ǴǧǫǷǵǫǽǫǳǮǮ (ǲǴǪǹǱǮ KSS) Ǖǐ; 

- ǴǷǹǿǫǷǸǨǱǫǳǮǫ ǼǫǳǸǶǦǱǮǭǴǨǦǳǳǴǩǴ ǴǧǳǴǨǱǫǳǮȅ ǲǴǪǹǱǫǯ Ǯ ǇǊ ǦǳǸǮǨǮǶǹǷǦ; 

- ǴǧǫǷǵǫǽǫǳǮǫ ǨǫǪǫǳǮȅ ǴǧǿǫǩǴ ǬǹǶǳǦǱǦ ǷǴǧȁǸǮǯ; 

- ǴǧǫǷǵǫǽǫǳǮǫ ǭǦǪǦǳǮȅ ǨǶǫǲǫǳǮ ǶǦǧǴǸȁ, ǷǫǶǨǮǷǳǴǩǴ ǶǫǬǮǲǦ. 

 

2.3 ǚǹǳǰǼǮǮ ǷǫǶǨǫǶǦ ǷǱǹǬǧȁ ǰǦǸǦǱǴǩǴǨ 

 

ǗǫǶǨǫǶ ǷǱǹǬǧȁ ǰǦǸǦǱǴǩǴǨ ð ȃǸǴ ǷǫǶǨǫǶ, ǰǴǸǴǶȁǯ ǴǧǫǷǵǫǽǮǨǦǫǸ ǨȁǵǴǱǳǫǳǮǫ 

ǷǱǫǪǹȄǿǮǻ ǺǹǳǰǼǮǯ: 

 ǴǸǨǫǸ ǳǦ ǭǦǵǶǴǷȁ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ; 

 ǨȁǪǦǽǦ ǵǴ ǭǦǵǶǴǷǹ ǴǧȀǫǰǸǴǨ: ǰǴǲǵȂȄǸǫǶ, ǵǴǱȂǭǴǨǦǸǫǱȂ, ǩǶǹǵǵǦ Ǯ Ǯǻ ǦǸǶǮǧǹǸǴǨ 

ǪǱȅ ǷǴǭǪǦǳǮȅ Ǯ ǷǮǳǻǶǴǳǮǭǦǼǮǮ ǳǦ ǷǫǶǨǫǶǫ ǧǫǭǴǵǦǷǳǴǷǸǮ ǧǦǭȁ ǪǦǳǳȁǻ ǴǧȀǫǰǸǴǨ. 

 

2.4 ǚǹǳǰǼǮǮ ǷǫǶǨǫǶǦ ǷǫǶǸǮǺǮǰǦǸǴǨ 

 

ǗǫǶǨǫǶ ǷǫǶǸǮǺǮǰǦǸǴǨ (ǹǪǴǷǸǴǨǫǶȅȄǿǮǯ ǼǫǳǸǶ) ð ǷǫǶǨǫǶ, ǰǴǸǴǶȁǯ ǴǧǫǷǵǫǽǮǨǦǫǸ 

ǨȁǵǴǱǳǫǳǮǫ ǷǱǫǪǹȄǿǮǻ ǺǹǳǰǼǮǯ: 

 ǨȁǪǦǽǦ ǷǫǶǸǮǺǮǰǦǸǦ ǪǱȅ ǫǩǴ ǶǦǭǲǫǿǫǳǮȅ ǳǦ ǮǪǫǳǸǮǺǮǼǮǶǹȄǿǫǲ ǹǷǸǶǴǯǷǸǨǫ; 

 ǵǶǴǨǫǶǰǦ ǪǴǷǸǴǨǫǶǳǴǷǸǮ ǷǫǶǸǮǺǮǰǦǸǦ ǵǴ ǭǦǵǶǴǷǹ Ƿ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ ǵǴǷǱǫ 

ǵǴǷǸǹǵǱǫǳǮȅ ǭǦǵǶǴǷǦ ǳǦ ǷǫǶǨǫǶ ǧǫǭǴǵǦǷǳǴǷǸǮ ǴǸ ǰǱǮǫǳǸǦ; 
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 ǷǮǳǻǶǴǳǮǭǦǼǮȅ ǰǴǶǳǫǨȁǻ ǷǫǶǸǮǺǮǰǦǸǴǨ, ǰǴǸǴǶȁǫ ǶǦǭǲǫǿǫǳȁ ǳǦ ǷǫǶǨǫǶǫ 

ǧǫǭǴǵǦǷǳǴǷǸǮ, ǪǱȅ ǴǧǫǷǵǫǽǫǳǮȅ ǵǶǴǨǫǶǰǮ ǷǫǶǸǮǺǮǰǦǸǴǨ Ǩ ǶǫǬǮǲǫ 

ǳǫǪǴǷǸǹǵǳǴǷǸǮ ǹǪǴǷǸǴǨǫǶȅȄǿǫǩǴ ǼǫǳǸǶǦ. 
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3 ǙǗǘǆǓǔǈǐǆ Ǖǔ 

 

ǙǷǸǦǳǴǨǰǦ Ǖǔ ǈǗǗǇ çKSCè ǈ1.1 ǳǦ Windows-ǷǫǶǨǫǶ, ǨȁǵǴǱǳȅȄǿǮǯ ǶǴǱȂ ǷǫǶǨǫǶǦ ǧǫǭ-

ǴǵǦǷǳǴǷǸǮ, ǪǴǱǬǳǦ ǨȁǵǴǱǳȅǸȂǷȅ ǵǴǱȂǭǴǨǦǸǫǱǫǲ, ǴǧǱǦǪǦȄǿǮǲ ǵǶǦǨǦǲǮ ǦǪǲǮǳǮǷǸǶǦǸǴǶǦ. 

ǊǦǱǫǫ ǵǴ  

ǸǫǰǷǸǹ ǵǶǮǨǴǪǮǸǷȅ ǴǵǮǷǦǳǮǫ ǸǮǵǦ ǹǷǸǦǳǴǨǰǮ Ǖǔ Full  installation  (ǖǵǲǴǧȆ ǺǸǹǧǴǵǩǱǧ).  

ǊǱȅ ǹǷǸǦǳǴǨǰǮ Ǖǔ ǈǗǗǇ çKSCè ǈ1.1 ǳǦ Windows-ǷǫǶǨǫǶǫ ǷǱǫǪǹǫǸ: 

1) ǭǦǵǹǷǸǮǸȂ ǹǷǸǦǳǴǨǴǽǳȁǯ ǺǦǯǱ KSC_Setup_1.1.31.exe, ǵǴǷǱǫ ǨȁǵǴǱǳǫǳǮȅ ǪǦǳǳǴǩǴ 

ǪǫǯǷǸǨǮȅ ǳǦ ȃǰǶǦǳ ǨȁǨǴǪǮǸǷȅ ǴǰǳǴ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ Setup ð Kraftway  Security 

Center (Ƿǲ.  

ǶǮǷǹǳǴǰ 4.1); 

 

 

ǖǮǷǹǳǴǰ 3.1 ð ǔǰǳǴ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ Setup ð Kraftway  Security Center,  

ǵǶǮǩǱǦǾǫǳǮǫ ǳǦ ǹǷǸǦǳǴǨǰǹ Ǖǔ 

 

2) Ą [Next >], ǵǴǷǱǫ ǨȁǵǴǱǳǫǳǮȅ ǪǦǳǳǴǩǴ ǪǫǯǷǸǨǮȅ Ǩ Ǵǰǳǫ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ 

ǵǶǫǪǱǦǩǦǫǸǷȅ ǨȁǧǶǦǸȂ ǸǮǵ Ǯ ǰǴǲǵǴǳǫǳǸȁ ǹǷǸǦǳǴǨǰǮ (Ƿǲ. ǶǮǷǹǳǴǰ 3.2);  
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ǖǮǷǹǳǴǰ 3.2 ð ǔǰǳǴ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ Setup ð Kraftway  Security Center,  

ǨȁǧǴǶ ǸǮǵǦ Ǯ ǰǴǲǵǴǳǫǳǸǴǨ ǹǷǸǦǳǴǨǰǮ 

 

3) ǨȁǧǶǦǸȂ ǸǮǵ ǹǷǸǦǳǴǨǰǮ Ǯǭ ǶǦǷǰǶȁǨǦȄǿǫǩǴǷȅ ǷǵǮǷǰǦ, ǳǦǵǶǮǲǫǶ, Full  installation  

(ǭǳǦǽǫǳǮȅ ǵǦǶǦǲǫǸǶǦ: Full  installation  (ǖǵǲǴǧȆ ǺǸǹǧǴǵǩǱǧ), Custom installation  

(ǉȂǨǵǷǵǾǴǧȆ ǺǸǹǧǴǵǩǱǧ);  

4) ǨȁǧǶǦǸȂ ǳǫǴǧǻǴǪǮǲȁǫ ǰǴǲǵǴǳǫǳǸȁ ǹǷǸǦǳǴǨǰǮ, ǫǷǱǮ ǧȁǱ ǨȁǧǶǦǳ ǸǮǵ ǹǷǸǦǳǴǨǰǮ 

Custom installation  (ǉȂǨǵǷǵǾǴǧȆ ǺǸǹǧǴǵǩǱǧ);  

5) Ą [Next >], ǵǴǷǱǫ ǨȁǵǴǱǳǫǳǮȅ ǪǦǳǳǴǩǴ ǪǫǯǷǸǨǮȅ Ǩ Ǵǰǳǫ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ 

ǵǶǫǪǱǦǩǦǫǸǷȅ ǨȁǧǶǦǸȂ/ǷǴǭǪǦǸȂ ǵǦǵǰǹ Ǖǔ ǪǱȅ ǷǸǦǶǸǴǨǴǩǴ ǲǫǳȄ ǖǺǸǱ ǔǗ Windows, 

ǷǴǭǪǦǸȂ Ǩ ǪǦǳǳǴǯ ǵǦǵǰǫ ȅǶǱȁǰǮ ǪǱȅ Ǖǔ ǈǗǗǇ çKSCè ǈ1.1 (Ƿǲ. ǶǮǷǹǳǴǰ 3.3); 
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ǖǮǷǹǳǴǰ 3.3 ð ǔǰǳǴ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ Setup ð Kraftway  Security Center,  

ǨȁǧǴǶ ǵǦǵǰǮ Ǖǔ ǪǱȅ ǷǸǦǶǸǴǨǴǩǴ ǲǫǳȄ ǖǺǸǱ ǔǗ Windows 

 

6) Ą [Next >], ǵǴǷǱǫ ǨȁǵǴǱǳǫǳǮȅ ǪǦǳǳǴǩǴ ǪǫǯǷǸǨǮȅ Ǩ Ǵǰǳǫ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ 

ǨȁǨǴǪȅǸǷȅ ǵǦǶǦǲǫǸǶȁ ǹǷǸǦǳǴǨǰǮ (Ƿǲ. ǶǮǷǹǳǴǰ 4.4);  

 

 

ǖǮǷǹǳǴǰ 3.4 ð ǔǰǳǴ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ Setup ð Kraftway  Security Center,  

ǵǦǶǦǲǫǸǶȁ ǹǷǸǦǳǴǨǰǮ 
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7) Ą [Install ], ǵǴǷǱǫ ǨȁǵǴǱǳǫǳǮȅ ǪǦǳǳǴǩǴ ǪǫǯǷǸǨǮȅ Ǩ Ǵǰǳǫ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ ǴǸǴǧ-

ǶǦǬǦǫǸǷȅ ǵǶǴǼǫǷǷ ǹǷǸǦǳǴǨǰǮ Ǖǔ (Ƿǲ. ǶǮǷǹǳǴǰ 3.5), ǵǴ ǭǦǨǫǶǾǫǳǮȄ ǰǴǸǴǶǴǩǴ 

ǨȁǨǴǪǮǸǷȅ ǮǳǺǴǶǲǦǼǮȅ Ǵǧ ǶǫǭǹǱȂǸǦǸǫ ǹǷǸǦǳǴǨǰǮ (Ƿǲ. ǶǮǷǹǳǴǰ 4.6);  

 

 

ǖǮǷǹǳǴǰ 3.5 ð ǔǰǳǴ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ Setup ð Kraftway  Security Center,  

ǵǶǴǼǫǷǷ ǹǷǸǦǳǴǨǰǮ Ǖǔ 

 

 

ǖǮǷǹǳǴǰ 3.6 ð ǔǰǳǴ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ Setup ð Kraftway  Security Center,  

ǭǦǨǫǶǾǫǳǮǫ ǶǦǧǴǸȁ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ 
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8) Ą [Finish] ǪǱȅ ǭǦǰǶȁǸǮȅ ǴǰǳǦ ǲǦǷǸǫǶǦ ǹǷǸǦǳǴǨǰǮ Ǖǔ ǈǗǗǇ çKSCè ǈ1.1. 

ǕǶǮǲǫǽǦǳǮǫ. ǈǴ ǨǶǫǲȅ ǹǷǸǦǳǴǨǰǮ Ǖǔ ǈǗǗǇ çKSCè ǈ1.1 ǳǦ ǶǦǧǴǽǫǲ ǷǸǴǱǫ ǵǴǱȂǭǴǨǦ-

ǸǫǱȅ ǷǴǭǪǦȆǸǷȅ ȅǶǱȁǰ KSC site  page ǪǱȅ ǭǦǵǹǷǰǦ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴ-

ǷǸǮ. 
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4 ǖǆǇǔǘǆ Ǘ Ǖǔ 

 

ǊǱȅ ǧǴǱȂǾǫǯ ǳǦǩǱȅǪǳǴǷǸǮ, ǵǶǮ ǴǵǮǷǦǳǮǮ ǪǫǯǷǸǨǮǯ, ǳǦǭǨǦǳǮȅ ǰǳǴǵǴǰ ǵǶǮǨǴǪȅǸǷȅ Ǩ 

ǰǨǦǪǶǦǸǳȁǻ ǷǰǴǧǰǦǻ ([ ]), ǦǰǸǮǨǦǼǮȅ ǮǱǮ ǳǦǬǦǸǮǫ ǳǦ ǳǮǻ ǴǧǴǭǳǦǽǦǫǸǷȅ ǷǸǶǫǱǰǴǯ (Ą), Ǧ 

ǵǴǷǱǫǪǴǨǦǸǫǱȂǳǴǷǸȂ ǪǫǯǷǸǨǮǯ ǴǧǴǭǳǦǽǦǫǸǷȅ Ƿ ǵǴǲǴǿȂȄ ǵǴǷǱǫǪǴǨǦǸǫǱȂǳǴǷǸǮ ǷǸǶǫǱǴǰ, 

ǳǦǵǶǮǲǫǶ, Ą <ǳǦǭǨǦǳǮǫ ǵǹǳǰǸǦ 1 ǲǫǳȄ 1> Ą <ǳǦǭǨǦǳǮǫ ǵǴǪǵǹǳǰǸǦ 1 ǵǴǪǲǫǳȄ 1>), 

ǳǦǭǨǦǳǮǫ ǴǰǴǳ Ǯ ǶǦǭǱǮǽǳȁǻ ǵǦǶǦǲǫǸǶǴǨ ǵǶǮǨǴǪǮǸǷȅ ǰǹǶǷǮǨǴǲ, ǳǦǵǶǮǲǫǶ: Ǩ Ǵǰǳǫ ǉȂǨǵǷ 

ǩȂǱǲǧǫȂǩǧǬǳǵǪǵ ǻǧǰǲǧ, ǭǳǦǽǫǳǮȅ ǵǦǶǦǲǫǸǶǴǨ ð Ǩ ǰǦǨȁǽǰǦǻ (çè). ǕǶǮ ǴǵǮǷǦǳǮǮ 

ǵǴǷǱǫǪǴǨǦǸǫǱȂǳǴǷǸǫǯ ǪǫǯǷǸǨǮǯ ǵǶǫǪǵǴǱǦǩǦǫǸǷȅ, ǽǸǴ ǳǦǬǦǸǮǫ ǳǦ ǰǳǴǵǰǮ, ǨȁǧǴǶ ǸǶǫǧǹǫǲȁǻ 

ǵǦǶǦǲǫǸǶǴǨ, ǭǳǦǽǫǳǮǯ Ǩ ǮǳǸǫǶǺǫǯǷǫ Ǖǔ Ǯ ǰǦǰǮǻ-ǱǮǧǴ ȃǱǫǲǫǳǸǴǨ ǮǳǸǫǶǺǫǯǷǦ Ǖǔ 

ǨȁǵǴǱǳȅǫǸǷȅ ǵǴǱȂǭǴǨǦǸǫǱǫǲ ǷǱǫǪǹȄǿǮǲ ǴǧǶǦǭǴǲ: ǳǦǨǫǪǫǳǮǫ ǰǹǶǷǴǶǦ ǲȁǾǮ ǳǦ ǸǶǫǧǹǫǲȁǯ 

ǴǧȀǫǰǸ (ǰǳǴǵǰǦ, ǵǦǶǦǲǫǸǶ, ǭǳǦǽǫǳǮǫ Ǯ ȃǱǫǲǫǳǸ ǮǳǸǫǶǺǫǯǷǦ Ǖǔ) Ǯ ǳǦǬǦǸǮǫ ǱǫǨǴǯ ǰǳǴǵǰǮ 

ǲȁǾǮ. ǈ ǸǫǰǷǸǫ ǪǦǳǳȁǫ ǪǫǯǷǸǨǮȅ ǵǴǱȂǭǴǨǦǸǫǱȅ ǵǶǮǨǴǪȅǸǷȅ Ǩ ǰǶǦǸǰǴǯ ǺǴǶǲǫ, ǳǦǵǶǮǲǫǶ: 

ǳǦǬǦǸȂ ǳǦ ǰǳǴǵǰǹ [ǗǴǻǶǦǳǮǸȂ] ǮǱǮ Ą [ǗǴǻǶǦǳǮǸȂ], ǨȁǧǶǦǸȂ ǶǦǧǴǽǹȄ ǷǸǦǳǼǮȄ ts01. 

 

4.1 ǕǴǱǮǸǮǰǦ ǳǦǭǳǦǽǫǳǮȅ ǷǫǸǫǨȁǻ Ǯǲǫǳ 

 

ǗǫǶǨǫǶǦǲ ǧǫǭǴǵǦǷǳǴǷǸǮ ǵǶǮǷǨǦǮǨǦȄǸǷȅ ǮǲǫǳǦ ǳǦ ǴǷǳǴǨǦǳǮǮ ǾǦǧǱǴǳǦ, ǷǱǫǪǹȄǿǫǩǴ 

ǨǮǪǦ: 

SS-SRV-XX.ss.kraftway .local,  ǩǪǫ XX ð ǳǴǲǫǶ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ, ss.kraftway .local ð 

Ǯǲȅ ǪǴǲǫǳǦ. 

ǖǦǧǴǽǮǲ ǷǸǦǳǼǮȅǲ ǵǶǮǷǨǦǮǨǦȄǸǷȅ ǮǲǫǳǦ ǳǦ ǴǷǳǴǨǦǳǮǮ ǾǦǧǱǴǳǦ, ǷǱǫǪǹȄǿǫǩǴ ǨǮǪǦ: 

PCXX.ss.kraftway .local, ǩǪǫ XX ð ǳǴǲǫǶ ǶǦǧǴǽǫǯ ǷǸǦǳǼǮǮ, ss.kraftway .local ð Ǯǲȅ 

ǪǴǲǫǳǦ. 

ǘǫǶǲǮǳǦǱȂǳȁǲ ǷǸǦǳǼǮȅǲ ǵǶǮǷǨǦǮǨǦȄǸǷȅ ǮǲǫǳǦ ǳǦ ǴǷǳǴǨǦǳǮǮ ǾǦǧǱǴǳǦ, ǷǱǫǪǹȄǿǫǩǴ 

ǨǮǪǦ: 

TSXX.ss.kraftway .local, ǩǪǫ XX ð ǳǴǲǫǶ ǸǫǶǲǮǳǦǱȂǳǴǯ ǷǸǦǳǼǮǮ, ss.kraftway .local ð 

Ǯǲȅ ǪǴǲǫǳǦ. 

 

4.2 ǕǴǱǮǸǮǰǦ ǳǦǭǳǦǽǫǳǮȅ Ǯǲǫǳ ǵǴǱȂǭǴǨǦǸǫǱǫǯ 

 

ǆǪǲǮǳǮǷǸǶǦǸǴǶ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ ǪǴǱǬǫǳ ǮǲǫǸȂ Ǯǲȅ ssadmin@ss.kraftway .local, 

ǩǪǫ ss.kraftway .local ð Ǯǲȅ ǪǴǲǫǳǦ.  
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ǕǴǱȂǭǴǨǦǸǫǱȅǲ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ ǵǶǮǷǨǦǮǨǦȄǸǷȅ ǮǲǫǳǦ ǳǦ ǴǷǳǴǨǦǳǮǮ ǾǦǧǱǴǳǦ, 

ǷǱǫǪǹȄǿǫǩǴ ǨǮǪǦ: userX@ss.kraftway .local, ǩǪǫ X ð ǳǴǲǫǶ ǵǴǱȂǭǴǨǦǸǫǱȅ, ss.kraftway .local ð 

Ǯǲȅ ǪǴǲǫǳǦ. 
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4.3 ǈǻǴǪ Ǩ ǩǶǦǺǮǽǫǷǰǹȄ ǰǴǳǷǴǱȂ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ 

 

ǊǱȅ ǨǻǴǪǦ Ǩ ǩǶǦǺǮǽǫǷǰǹȄ ǰǴǳǷǴǱȂ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ ǷǱǫǪǹǫǸ: 

1) ǭǦǵǹǷǸǮǸȂ ǱȄǧǴǯ Ǩǫǧ-ǧǶǦǹǭǫǶ, ǳǦǵǶǮǲǫǶ, Internet  Explorer; 

2) ǨǨǫǷǸǮ Ǩ ǦǪǶǫǷǳǴǯ ǷǸǶǴǰǫ ǧǶǦǹǭǫǶǦ IP-ǦǪǶǫǷ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ, ǳǦǵǶǮǲǫǶ,  

10.0.59.20;  

3) Ą [Enter] ǳǦ ǰǱǦǨǮǦǸǹǶǫ, ǵǴǷǱǫ ǨȁǵǴǱǳǫǳǮȅ ǪǦǳǳǴǩǴ ǪǫǯǷǸǨǮȅ Ǩ Ǵǰǳǫ ǧǶǦǹǭǫǶǦ 

ǨȁǨǴǪǮǸǷȅ ǵǫǶǨǦȅ ǨǰǱǦǪǰǦ, Ǩ ǰǴǸǴǶǴǯ ǴǸǰǶȁǨǦǫǸǷȅ Ǩǫǧ-ǷǸǶǦǳǮǼǦ <IP-ǧǫǷǬǸ ǸǬǷ-

ǩǬǷǧ ǨǬǮǵǶǧǸǴǵǸǹǯ>, ǵǶǫǪǳǦǭǳǦǽǫǳǳǦȅ ǪǱȅ ǨȁǧǴǶǦ ǷǵǴǷǴǧǦ ǦǨǸǴǶǮǭǦǼǮǮ Ǩ ǩǶǦ-

ǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ (ǗǇ) (Ƿǲ. ǶǮǷǹǳǴǰ 4.1);  

 

 

ǖǮǷǹǳǴǰ 4.1 ð ǈǫǧ-ǷǸǶǦǳǮǼǦ <IP-ǧǫǷǬǸ ǸǬǷǩǬǷǧ ǨǬǮǵǶǧǸǴǵǸǹǯ>, ǵǶǫǪǳǦǭǳǦǽǫǳǳǦȅ ǪǱȅ 

ǨȁǧǴǶǦ ǷǵǴǷǴǧǦ ǦǨǸǴǶǮǭǦǼǮǮ Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ (ǗǇ) 

 

ǕǶǮǲǫǽǦǳǮǫ. ǊǱȅ ǴǸǰǶȁǸǮȅ Ǩǫǧ-ǷǸǶǦǳǮǼȁ ǪǱȅ ǦǨǸǴǶǮǭǦǼǮǮ Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ 

ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ ǲǴǬǳǴ ǨǴǷǵǴǱȂǭǴǨǦǸȂǷȅ ȅǶǱȁǰǴǲ KSC site page, ǰǴǸǴǶȁǯ ǶǦǷǵǴǱǴ-

Ǭǫǳ ǳǦ ǶǦǧǴǽǫǲ ǷǸǴǱǫ ǵǴǱȂǭǴǨǦǸǫǱȅ, ǳǦ ǷǫǶǨǫǶǫ ǧǫǭǴǵǦǷǳǴǷǸǮ. 

 

4) ǨȁǧǶǦǸȂ ǷǵǴǷǴǧ ǦǨǸǴǶǮǭǦǼǮǮ, ǳǦǵǶǮǲǫǶ, ǲǵǪǯǴ/ǶǧǷǵǲȃ: ǇǫǳǯǴǯǸǹǷǧǹǵǷ Ǹǯ-

ǸǹǬǳȂ, ǵǴǷǱǫ ǨȁǵǴǱǳǫǳǮȅ ǪǦǳǳǴǩǴ ǪǫǯǷǸǨǮȅ Ǩ ǧǶǦǹǭǫǶǫ ǴǸǰǶȁǨǦǫǸǷȅ Ǩǫǧ-

ǷǸǶǦǳǮǼǦ Kraftway Security Center ð Loginadmin (Ƿǲ. ǶǮǷǹǳǴǰ 4.2) ǪǱȅ ǨǨǴǪǦ Ǯǲǫ-

ǳǮ Ǯ ǵǦǶǴǱȅ ǵǴǱȂǭǴǨǦǸǫǱȅ;  
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ǖǮǷǹǳǴǰ 4.2 ð ǈǫǧ-ǷǸǶǦǳǮǼǦ Kraftway Security Center ð Loginadmin  ǪǱȅ ǦǨǸǴǶǮǭǦǼǮǮ  

ǵǴǱȂǭǴǨǦǸǫǱȅ Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ 

 

5) ǨǨǫǷǸǮ Ǯǲȅ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǩ ǵǴǱǫ ǏǳȆ ǶǵǲȃǮǵǩǧǹǬǲȆ (Ǯǲȅ ǵǴǱȂǭǴǨǦǸǫǱȅ, ǹǷǸǦ-

ǳǴǨǱǫǳǳǴǫ ǵǴ ǹǲǴǱǽǦǳǮȄ ð admin); 

6) ǨǨǫǷǸǮ ǵǦǶǴǱȂ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǩ ǵǴǱǫ ǖǧǷǵǲȃ (ǵǦǶǴǱȂ ǵǴǱȂǭǴǨǦǸǫǱȅ, ǹǷǸǦǳǴǨǱǫǳ-

ǳȁǯ ǵǴ ǹǲǴǱǽǦǳǮȄ ð admin); 

7) Ą [Enter], ǵǴǷǱǫ ǨȁǵǴǱǳǫǳǮȅ ǪǦǳǳǴǩǴ ǪǫǯǷǸǨǮȅ Ǩ ǧǶǦǹǭǫǶǫ ǴǸǰǶȁǨǦǫǸǷȅ Ǩǫǧ-

ǷǸǶǦǳǮǼǦ Kraftway Security Center - Log (Ƿǲ. ǶǮǷǹǳǴǰ 4.3) ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ 

ǗǇ. 
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ǖǮǷǹǳǴǰ 4.3 ð ǉǶǦǺǮǽǫǷǰǦȅ ǰǴǳǷǴǱȂ ǗǇ (ǴǸǰǶȁǸǦ Ǩǫǧ-ǷǸǶǦǳǮǼǦ Kraftway Security Center ð 

Log,  

ǶǦǭǪǫǱ ǍǺǷǴǧǲ ǸǵǨȂǹǯǰ, ǵǴǱȂǭǴǨǦǸǫǱȂ admin Ƿ ǶǴǱȂȄ ǇǫǳǯǴǯǸǹǷǧǹǵǷǧ ǸǯǸǹǬǳȂ ǦǨǸǴ-

ǶǮǭǴǨǦǱǷȅ Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ) 

 

ǕǶǮǲǫǽǦǳǮȅ: 

1. ǈǫǧ-ǷǸǶǦǳǮǼǦ Kraftway  Security Center ð Log ǦǨǸǴǲǦǸǮǽǫǷǰǮ ǴǸǰǶȁǨǦǫǸǷȅ ǵǴ 

ǹǲǴǱǽǦǳǮȄ ǵǴǷǱǫ ǦǨǸǴǶǮǭǦǼǮǮ ǵǴǱȂǭǴǨǦǸǫǱȅ Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ. 

2. ǕǴǷǱǫ ǦǨǸǴǶǮǭǦǼǮǮ ǵǴǱȂǭǴǨǦǸǫǱȅ Ƿ ǶǴǱȂȄ ǇǫǳǯǴǯǸǹǷǧǹǵǷ ǨǬǮǵǶǧǸǴǵǸǹǯ ǩǶǦ-

ǺǮǽǫǷǰǦȅ ǰǴǳǷǴǱȂ ǗǇ ǨȁǩǱȅǪǮǸ ǷǱǫǪǹȄǿǮǲ ǴǧǶǦǭǴǲ (Ƿǲ. ǶǮǷǹǳǴǰ 4.4).  
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ǖǮǷǹǳǴǰ 4.4 ð ǈǮǪ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ ǵǴǷǱǫ ǦǨǸǴǶǮǭǦǼǮǮ ǵǴǱȂǭǴǨǦǸǫǱȅ Ƿ  

ǶǴǱȂȄ ǇǫǳǯǴǯǸǹǷǧǹǵǷ ǨǬǮǵǶǧǸǴǵǸǹǯ 

 

3. ǕǴǷǱǫ ǦǨǸǴǶǮǭǦǼǮǮ ǵǴǱȂǭǴǨǦǸǫǱȅ Ƿ ǶǴǱȂȄ ǇǫǳǯǴǯǸǹǷǧǹǵǷ IT ǩǶǦǺǮǽǫǷǰǦȅ ǰǴǳ-

ǷǴǱȂ ǗǇ ǨȁǩǱȅǪǮǸ ǷǱǫǪǹȄǿǮǲ ǴǧǶǦǭǴǲ (Ƿǲ. ǶǮǷǹǳǴǰ 5.5). 

 

 

ǖǮǷǹǳǴǰ 4.5 ð ǈǮǪ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ ǵǴǷǱǫ ǦǨǸǴǶǮǭǦǼǮǮ ǵǴǱȂǭǴǨǦǸǫǱȅ Ƿ  

ǶǴǱȂȄ ǇǫǳǯǴǯǸǹǷǧǹǵǷ IT 

 

4.4 ǔǵǮǷǦǳǮǫ ǮǳǸǫǶǺǫǯǷǦ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ 

 

ǎǳǸǫǶǺǫǯǷ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǷǫǶǨǫǶǦ ǧǫǭǴǵǦǷǳǴǷǸǮ, ǵǶǫǪǷǸǦǨǱǫǳǳȁǯ ǳǦ 

ǶǮǷǹǳǰǫ 4.6, ǷǴǷǸǴǮǸ Ǯǭ ǷǱǫǪǹȄǿǮǻ ȃǱǫǲǫǳǸǴǨ: ǷǮǷǸǫǲǳǴǩǴ ǲǫǳȄ, ǩǱǦǨǳǴǩǴ ǲǫǳȄ, ǴǧǱǦǷǸǮ 

ǴǸǴǧǶǦǬǫǳǮȅ ǮǲǫǳǮ ǵǴǱȂǭǴǨǦǸǫǱȅ, ǦǨǸǴǶǮǭǴǨǦǨǾǫǩǴǷȅ Ǩ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ, ǴǧǱǦ-

ǷǸǮ ǴǸǴǧǶǦǬǫǳǮȅ ǮǳǺǴǶǲǦǼǮǮ.  
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ǖǮǷǹǳǴǰ 4.6 ð ǣǱǫǲǫǳǸȁ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ 

 

ǔǵǮǷǦǳǮǫ ȃǱǫǲǫǳǸǴǨ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ: 

ǉǱǦǨǳǴǫ ǲǫǳȄ ǵǶǫǪǳǦǭǳǦǽǫǳǴ ǪǱȅ ǨȁǨǴǪǦ ǴǷǳǴǨǳȁǻ ǵǹǳǰǸǴǨ Ǯ ǵǴǪǵǹǳǰǸǴǨ ǩǶǦǺǮǽǫ-

ǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ. 

ǗǮǷǸǫǲǳǴǫ ǲǫǳȄ ǷǴǷǸǴǮǸ Ǯǭ ǵǹǳǰǸǴǨ: ǘǯǸǹǬǳǴȂǬ ǴǧǸǹǷǵǰǱǯ, ǒǯǽǬǴǮǯȆ, ǉȂǼǵǫ. 

ǕǹǳǰǸ ǘǯǸǹǬǳǴȂǬ ǴǧǸǹǷǵǰǱǯ ǵǶǫǪǳǦǭǳǦǽǫǳ ǪǱȅ ǮǭǲǫǳǫǳǮȅ ǴǷǳǴǨǳȁǻ ǳǦǷǸǶǴǫǰ: ǩǶǦǺǮǽǫ-

ǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ, LDAP, OIM, OCSP, SAM, ǰǴǶǳǫǨȁǻ ǷǫǶǸǮǺǮǰǦǸǴǨ, SMTP, KSM. ǕǹǳǰǸ ǒǯ-

ǽǬǴǮǯȆ ǵǶǫǪǳǦǭǳǦǽǫǳ ǪǱȅ ǨȁǨǴǪǦ ǷǨǫǪǫǳǮǯ Ǵ ǱǮǼǫǳǭǮǮ. ǕǹǳǰǸ ǉȂǼǵǫ ǵǶǫǪǳǦǭǳǦǽǫǳ ǪǱȅ 

ǨȁǻǴǪǦ Ǯǭ ǩǶǦǺǮǽǫǷǰǴǯ ǰǴǳǷǴǱǮ ǗǇ. 

ǔǧǱǦǷǸȂ ǴǸǴǧǶǦǬǫǳǮȅ ǮǳǺǴǶǲǦǼǮǮ ǷǴǷǸǴǮǸ Ǯǭ ǷǱǫǪǹȄǿǮǻ ȃǱǫǲǫǳǸǴǨ (Ƿǲ. ǶǮǷǹǳǴǰ 

4.7): ǴǧǱǦǷǸǮ ǪǱȅ ǨȁǨǴǪǦ ǳǦǭǨǦǳǮȅ ǴǧǱǦǷǸǮ ǴǸǴǧǶǦǬǫǳǮȅ ǮǳǺǴǶǲǦǼǮǮ (ǽǦǿǫ ǳǦǭǨǦǳǮȅ 

ǶǦǭǪǫǱǦ ǵǦǶǦǲǫǸǶǴǨ), ǪǴǵǴǱǳǮǸǫǱȂǳǴǩǴ ǲǫǳȄ, ǸǦǧǱǮǼȁ ǴǸǴǧǶǦǬǫǳǮȅ ǴǧȀǫǰǸǴǨ ǹǵǶǦǨǱǫ-

ǳǮȅ Ǯ ǪǦǳǳȁǻ Ǵ ǳǮǻ (ǪǦǱǫǫ ǵǴ ǸǫǰǷǸǹ ǸǦǧǱǮǼǦ ǴǸǴǧǶǦǬǫǳǮȅ ǴǧȀǫǰǸǴǨ), ǺǹǳǰǼǮǴǳǦǱȂǳȁǻ 

ǰǳǴǵǴǰ, ǵǮǰǸǴǩǶǦǲǲ ǷǸǦǸǹǷǴǨ ǴǧȀǫǰǸǴǨ ǹǵǶǦǨǱǫǳǮȅ. ǔǧǱǦǷǸȂ ǴǸǴǧǶǦǬǫǳǮȅ ǮǳǺǴǶǲǦǼǮǮ 

ǵǶǫǪǳǦǭǳǦǽǫǳǦ ǪǱȅ ǨȁǨǴǪǦ: ǶǦǭǳȁǻ ǵǦǶǦǲǫǸǶǴǨ ǪǱȅ ǨȁǵǴǱǳǫǳǮȅ ǳǦǷǸǶǴǯǰǮ, ǳǦǭǨǦǳǮǯ 

ǴǧȀǫǰǸǴǨ ǹǵǶǦǨǱǫǳǮȅ (ǳǦǭǨǦǳǮǯ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ, ǳǦǭǨǦǳǮǯ ǩǶǹǵǵ ǶǦǧǴǽǮǻ ǷǸǦǳǼǮǯ, ǮǲȆǳ 

ǵǴǱȂǭǴǨǦǸǫǱǫǯ Ǯ ǪǶ.) Ǯ ǷǨǫǪǫǳǮǯ Ǵ ǳǮǻ Ǩ ǸǦǧǱǮǽǳǴǯ ǺǴǶǲǫ.  




















































































































































































































































































































































































































